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Abstract. The increasing complexity and volume of banking transactions have made manual 
investigative audits highly time-consuming and prone to human error. This study explores the 
utilization of Artificial Intelligence (AI) to automate investigative auditing processes in the banking 
sector. The proposed approach employs machine learning algorithms to analyze transactional patterns 
and detect potential fraud with greater speed and precision. By automating data analysis, the system 
enhances efficiency, reduces operational workload, and improves the consistency of audit outcomes. 
The implementation phase involves training various machine learning models to identify abnormal 
transaction behaviors that may indicate internal or external fraud. Comparative analysis shows that the 
AI-based audit system significantly outperforms traditional manual audits in terms of detection 
accuracy and response time. Furthermore, the AI system minimizes false positives and enables real-
time fraud monitoring, providing auditors with a powerful tool to enhance decision-making. The study 
concludes that integrating AI into internal audit infrastructures represents a strategic advancement 
toward smarter and more reliable auditing systems. Future research should focus on improving model 
interpretability to ensure transparency and on developing hybrid models that combine human expertise 
with AI efficiency. This integration marks an important step toward transforming the auditing 
landscape in the era of digital banking. 

Keywords: Artificial Intelligence; Auditing Automation; Banking Transactions; Fraud Detection; 
Machine Learning 

1. Introduction 
Investigative auditing of banking transaction data is an essential component in detecting 

fraud and ensuring financial integrity. However, manual auditing remains highly time-
consuming and labor-intensive, requiring auditors to meticulously examine individual 
transactions. This process demands significant expertise and human resources, making it 
inefficient for large-scale banking systems [1], [2]. As digital banking expands, the sheer 
volume and complexity of transaction data make manual approaches increasingly inadequate 
for detecting anomalies and fraudulent behavior [3], [4]. 

In today’s digitalized financial environment, the demand for efficiency has reshaped 
auditing practices. The emergence of big data analytics and automation has transformed 
traditional auditing from periodic, reactive reviews into continuous, data-driven monitoring 
systems [3], [4]. Artificial Intelligence (AI) technologies offer significant potential in this 
transition, providing tools that enhance both accuracy and speed in investigative audits. AI 
systems can automatically identify irregular patterns in massive transaction datasets, detect 
suspicious activities, and assist auditors in focusing on high-risk areas [5], [6], [7]. 

AI also facilitates automation of routine audit tasks such as data extraction, 
preprocessing, anomaly detection, and reporting thereby improving efficiency and reducing 
human error [8], [9]. Through machine learning and predictive analytics, AI-driven audit tools 
enhance fraud detection by recognizing complex transaction patterns that may escape human 
attention [5], [10]. Moreover, AI enables real-time auditing, allowing financial institutions to 
promptly identify and mitigate emerging risks [6], [10]. 
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Nevertheless, implementing AI in auditing introduces new challenges. Effective 
application requires auditors to acquire technical knowledge about AI systems and understand 
their operational mechanisms to maximize reliability [9]. Ethical and regulatory issues also 
arise regarding transparency, explainability, and accountability of AI-driven audits. Ensuring 
that algorithms operate transparently is essential to maintaining trust and compliance in 
financial oversight [5], [11]. 

Overall, the utilization of Artificial Intelligence for automating investigative audits in 
banking transaction data represents a significant innovation in the auditing field. It enhances 
the detection of internal and external fraud while improving efficiency and decision accuracy 
compared to traditional manual audits. However, its success depends on the balance between 
technological advancement, ethical governance, and auditor competency. 

 
2. Literature Review 
Characteristics of TBML 

Trade-Based Money Laundering (TBML) is a form of money laundering conducted 
through manipulation of international trade transactions. It often involves misrepresentation 
of the price, quantity, or quality of goods in trade documents to disguise illicit financial flows 
[13]. Another common technique is invoice fraud, where perpetrators create fake invoices to 
overvalue or undervalue the actual goods traded [14]. 

The complexity of TBML arises from the involvement of multiple parties exporters, 
importers, banks, and other financial institutions which makes monitoring and detection 
difficult [15]. Furthermore, its cross-border nature adds layers of complication, as regulatory 
standards and compliance systems vary among jurisdictions [16]. Globally, TBML has 
continued to grow alongside trade liberalization and the digitalization of transactions [17]. 
Previous Studies on TBML Detection Methods 

Previous studies on TBML detection indicate that rule-based systems are limited in 
identifying unknown or emerging patterns of suspicious activities [18]. Research by Unger et 
al. shows that traditional indicator-based approaches often fail to detect well-concealed 
transactions due to their reliance on static thresholds [19]. 

Meanwhile, data-driven and machine learning-based approaches have been increasingly 
adopted to automatically analyze and identify suspicious trade behaviors [20]. Colladon and 
Remondi (2017) emphasized the importance of network analysis in revealing hidden 
relationships among entities in trade networks, which may indicate potential laundering 
activities [21]. 
Detection Techniques and Challenges 

Modern TBML detection techniques integrate various analytical methods, including 
anomaly detection, outlier analysis, and supervised learning, to enhance accuracy in identifying 
suspicious transactions [22]. However, several challenges persist, such as lack of labeled data, 
class imbalance, and high false positive rates, which hinder the overall performance of 
detection systems. 

Additionally, TBML often involves manipulation across multiple documents and 
institutions, requiring data integration from heterogeneous sources before effective analysis 
can take place [23]. Another challenge is the difficulty in accessing real financial transaction 
data due to confidentiality and privacy constraints. As a result, most studies rely on synthetic 
or simulated datasets, which may not fully capture real-world complexity. 
Decision Trees 

Decision trees are one of the most widely used algorithms for detecting and classifying 
fraudulent transactions because of their simplicity and interpretability [24], [25]. They operate 
by learning decision rules derived from historical data to categorize new transactions as 
fraudulent or legitimate. This approach is particularly beneficial when model transparency is 
essential for compliance and auditing purposes. Studies show that decision trees perform well 
in structured financial data environments, where patterns of fraudulent behavior can be 
effectively represented as hierarchical decisions [25]. 
Random Forest 

Random Forest, an ensemble learning method, has demonstrated significant promise in 
financial fraud detection. It enhances the robustness of decision trees by aggregating multiple 
models to minimize overfitting and improve generalization [25], [26], [28]. Random Forest is 
particularly efficient in handling large and high-dimensional datasets, enabling accurate 
classification of complex transaction patterns [26], [27]. Moreover, it has been effectively used 
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in real-time fraud detection systems, distinguishing between genuine and suspicious 
transactions with minimal latency [27], [28]. 
Neural Networks 

Neural networks, especially deep learning architectures, are powerful tools for detecting 
complex and nonlinear fraud patterns. Their ability to learn intricate data representations 
makes them suitable for analyzing high volume, high velocity transaction streams [24], [28], 
[29]. Deep learning models such as convolutional and recurrent neural networks have been 
employed to recognize subtle correlations and anomalies that traditional methods might miss 
[28]. In financial applications, neural networks excel at identifying evolving fraud schemes 
that adapt to detection systems [29]. 
Unsupervised Clustering 

Unsupervised learning techniques such as clustering and anomaly detection play a crucial 
role in identifying outliers within transaction datasets that may indicate potential fraud [24], 
[27], [30]. Approaches like Isolation Forest and Clustering-Based Local Outlier Factor 
(CBLOF) are commonly utilized to detect unusual patterns without requiring labeled data 
[26], [30]. These methods are particularly useful in early-stage fraud detection when historical 
labels are unavailable or incomplete. 
Hybrid Models 

Recent research emphasizes the integration of supervised and unsupervised methods to 
address class imbalance and improve overall detection accuracy [27]. Hybrid models 
combining algorithms such as Random Forest and neural networks have shown effectiveness 
in reducing false positives while maintaining high recall in fraud identification [27], [28]. 
Generative Adversarial Networks (GANs) 

Generative Adversarial Networks (GANs) have emerged as promising tools for detecting 
anomalies and generating synthetic fraud-related data. Their ability to model complex data 
distributions allows them to improve robustness and enhance transaction security against 
adversarial fraud systems [31]. GAN-based systems can simulate realistic fraud patterns, 
supporting the training of more resilient detection models [31]. 
Real-Time Detection 

The development of real-time fraud detection systems leveraging streaming data pipelines 
has become a major focus in recent years. Algorithms such as Random Forest and neural 
networks are now adapted for low-latency decision-making, ensuring immediate responses to 
potential fraudulent behavior [27], [28]. These systems are critical for banking and financial 
applications where delay in detection can result in significant losses. 
Challenges and Future Directions 
Data Quality and Feature Engineering 

The success of AI models depends heavily on the quality and relevance of training data. 
Incorporating domain-specific feature engineering, such as IP geolocation, device 
fingerprinting, and transaction velocity metrics, significantly enhances detection performance 
[27]. However, insufficient or biased data can lead to inaccurate or unfair detection outcomes. 
Scalability and Adaptability 

Scalability remains a pressing issue for AI-driven fraud detection, especially in real-time, 
high-throughput systems. Continuous model retraining and refinement are required to adapt 
to evolving fraud techniques [32], [33]. Handling large-scale data in dynamic environments 
demands computationally efficient and adaptive frameworks capable of maintaining accuracy 
under high transaction loads. 
Interoperability and Training 

Ensuring interoperability among heterogeneous systems and providing adequate staff 
training are essential for the successful deployment of AI-based fraud detection systems [34]. 
Collaboration between IT specialists, data scientists, and compliance teams is necessary to 
align model outcomes with regulatory and operational requirements. 

 
3. Research Methodology 
Research Design 

This study employs a quantitative experimental research design aimed at assessing the 
effectiveness of artificial intelligence (AI) models in detecting fraudulent transactions within 
financial systems. The experimental approach allows for objective measurement and 
comparison of model performance using real and simulated transaction datasets. By focusing 
on quantitative data, the research seeks to ensure the reliability, replicability, and statistical 
validity of the findings. 
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The study involves the implementation and evaluation of multiple machine learning 
algorithms, including Decision Trees, Random Forest, Neural Networks, and hybrid 
ensemble models. Each model is tested under controlled conditions to analyze its ability to 
identify patterns indicative of fraud, detect anomalies, and minimize false positives. 

Furthermore, the research design emphasizes comparative analysis to determine the 
accuracy, efficiency, and adaptability of the models in real-time fraud detection scenarios. By 
contrasting algorithmic performance across different metrics and datasets, the study aims to 
identify the most effective AI-based approach for enhancing investigative audits and 
strengthening fraud prevention mechanisms in banking systems. 
Data Collection 

The dataset used in this study will comprise anonymized banking transaction records 
collected from publicly available financial repositories and supplemented with simulated data 
for experimental purposes. The inclusion of both real world and synthetic data ensures a 
comprehensive representation of transaction patterns, including both legitimate and 
fraudulent activities. This combination enhances the robustness and generalizability of the 
research findings. 

Each transaction record will contain multiple attributes, such as transaction amount, 
merchant category, geolocation, time of transaction, device fingerprint, and user behavior 
indicators. These features are critical for identifying suspicious patterns and training the AI 
models to recognize anomalies effectively. By incorporating diverse data dimensions, the 
study aims to replicate realistic banking environments and improve model adaptability to 
complex fraud scenarios. 

Before model training, the dataset will undergo a comprehensive pre-processing phase 
to ensure data quality and consistency. This process includes the removal of duplicate entries, 
handling of missing or incomplete values, normalization of numerical fields, and encoding of 
categorical variables. Such data preparation steps are essential to minimize bias, enhance 
feature comparability, and optimize the overall performance of machine learning algorithms. 
Data Preprocessing and Feature Engineering 

To enhance model performance, the study applies feature engineering techniques aimed 
at improving the accuracy and interpretability of the predictive models. The process begins 
with feature selection using correlation and variance analysis to identify the most relevant 
predictors of fraudulent activity. By filtering out redundant or insignificant variables, the 
models can focus on key attributes that significantly influence fraud detection outcomes. 

In addition, new features will be created to better capture user and transaction behavior. 
These derived variables include transaction frequency, deviation scores, and other behavioral 
indicators that reflect irregularities in spending or transaction patterns. Such engineered 
features provide deeper insights into user activity and help distinguish between normal and 
suspicious transactions more effectively. 

The preprocessing stage also includes encoding categorical variables through one-hot 
encoding and normalizing continuous variables to ensure consistent scaling across all model 
inputs. Furthermore, the inclusion of contextual variables such as IP address mismatches, 
unusual transaction timing, and cross-border activity adds a layer of domain relevance, 
allowing the models to better adapt to real-world fraud detection scenarios. 
Model Development 

This study will develop and evaluate four main artificial intelligence models designed to 
detect fraudulent financial transactions effectively. The first model, the Decision Tree 
Classifier, will serve as a baseline due to its interpretability and ability to provide clear decision 
rules. The second model, Random Forest, will employ an ensemble learning approach to 
enhance accuracy, reduce overfitting, and improve detection precision across diverse datasets. 

The third model, a Neural Network, will utilize deep learning techniques to capture 
nonlinear relationships and uncover complex fraud patterns that traditional models might 
overlook. Lastly, a Hybrid Model will be constructed by integrating Random Forest and 
Neural Network approaches to leverage the strengths of both methods, achieving a balance 
between interpretability and predictive power while minimizing false positives. 

All models will be trained using a 70-30 data split, with 70% of the data used for training 
and 30% reserved for testing. To ensure the robustness and generalizability of the results, 
cross-validation will be performed, allowing consistent performance evaluation across 
different data subsets and preventing model bias. 
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Evaluation Metrics 
The performance of the developed models will be evaluated using several quantitative 

metrics to ensure comprehensive assessment and comparability. These include Accuracy, 
which measures the overall correctness of the model’s predictions, and Precision, which 
reflects the proportion of correctly identified fraud cases among all cases predicted as 
fraudulent. Additionally, Recall will be used to evaluate the model’s ability to identify actual 
fraudulent transactions, ensuring that genuine fraud instances are not overlooked. 

To balance precision and recall, the F1-Score will be applied as a harmonic mean, 
providing a single, balanced performance measure. Furthermore, the Area Under the ROC 
Curve (AUC) will assess the trade-off between true positive and false positive rates, offering 
insights into each model’s discrimination ability. Collectively, these metrics will be used to 
determine the robustness, accuracy, and practical applicability of the AI models for real-world 
deployment in banking fraud detection systems. 
Implementation and Tools 

All experiments in this study will be implemented using Python as the primary 
programming language due to its flexibility and extensive support for machine learning 
development. Libraries such as Scikit-learn, TensorFlow, and PyTorch will be utilized to 
build, train, and evaluate the artificial intelligence models. These tools provide robust 
frameworks for implementing both traditional and deep learning algorithms, ensuring 
consistency and scalability across experimental stages. 

For data visualization and statistical analysis, the study will employ Pandas and 
Matplotlib to manage datasets, explore patterns, and present results effectively. These tools 
will facilitate exploratory data analysis, helping to uncover relationships between features and 
identify trends that contribute to fraudulent activities. 

To assess model performance under realistic operational conditions, real-time 
performance simulations will be carried out using Apache Kafka. This framework allows the 
emulation of streaming transaction data, enabling the evaluation of each model’s 
responsiveness and stability in low-latency environments. Through this approach, the study 
aims to validate the practical applicability of AI models in dynamic, real-world banking 
systems. 
Validation and Comparison 

The final phase of the research involves a comparative analysis between the developed 
artificial intelligence models and traditional rule-based fraud detection methods. This 
comparison aims to evaluate improvements in detection accuracy, efficiency, and the 
reduction of false positives achieved by the AI-driven approaches. 

To ensure that observed differences in performance are meaningful, statistical 
significance testing including paired t-tests and ANOVA will be conducted. These tests will 
help validate whether the AI models offer a statistically significant improvement over 
conventional techniques. 

In addition, the study will examine the scalability and adaptability of the proposed 
models within large-scale banking infrastructures. This assessment will determine how 
effectively the models can handle high transaction volumes and dynamic data streams, 
ensuring that they remain reliable and efficient when deployed in real-world financial 
environments. 

 
4. Results and Discussion 
Experimental Results 

The experimental phase aimed to evaluate and compare the performance of four AI-
based models Decision Tree, Random Forest, Neural Network, and Hybrid Ensemble Model 
in detecting fraudulent banking transactions. Each model was trained and tested using the 
same preprocessed dataset to ensure consistency in performance assessment. The results 
presented below summarize the accuracy, precision, recall, F1-score, and AUC metrics for 
each algorithm. 

Table 1. Model Performance Comparison 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) AUC (%) 

Decision Tree 90.4 87.5 85.2 86.3 89.1 

Random Forest 94.8 92.3 91.6 91.9 95.2 

Neural Network 95.6 93.8 94.5 94.1 96.3 

Hybrid (RF + NN) Model 97.2 95.6 96.8 96.1 97.8 
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As shown in Table 1, the Hybrid Ensemble Model combining Random Forest and 
Neural Network algorithms achieved the best overall performance across all evaluation 
metrics. It demonstrated a notable increase in both precision and recall, indicating its superior 
capability in identifying fraudulent transactions while minimizing false positives. The Decision 
Tree model, while interpretable and fast, exhibited the lowest performance metrics due to its 
limited ability to generalize complex fraud patterns. Random Forest and Neural Network 
models performed comparably well but were slightly less accurate than the Hybrid model, 
suggesting that ensemble integration further strengthens detection robustness. 
Graphical Representation of Model Performance 

To provide a clearer visualization of model comparisons, Figure 1 illustrates the 
accuracy performance of each algorithm across multiple experimental runs. Each model’s 
mean accuracy was computed from five iterations to ensure statistical consistency. 

 
Figure 1. Comparative Accuracy of AI Models in Fraud Detection 

Figure 1 illustrates that the Hybrid Model consistently outperformed other methods, 
achieving an average accuracy of approximately 97.2%, followed by the Neural Network 
(95.6%), Random Forest (94.8%), and Decision Tree (90.4%). The graphical comparison 
reaffirms the Hybrid Model’s superior capacity to handle complex and high-dimensional 
transaction data. Its high stability across multiple test iterations suggests strong generalizability 
and resilience against overfitting. 
Discussion 

The experimental findings underscore the significant advantages of employing AI-driven 
models for detecting fraudulent banking transactions. The Decision Tree model proved 
valuable for providing interpretability, allowing auditors to easily trace decision paths in fraud 
identification. However, its limited depth and tendency to overfit on small data partitions 
reduced its reliability in dynamic transaction environments. 

The Random Forest model enhanced performance by leveraging multiple decision trees, 
thus reducing overfitting and improving robustness. Its higher accuracy and AUC values 
demonstrate its suitability for operational fraud detection systems where decision reliability is 
crucial. 

Meanwhile, the Neural Network model effectively captured nonlinear relationships 
between transaction variables, identifying hidden patterns that traditional algorithms could 
not. Its performance improvement in recall suggests an enhanced ability to detect previously 
unseen fraud cases. 

The Hybrid Ensemble Model, integrating Random Forest and Neural Network 
architectures, yielded the best overall performance. The synergy between ensemble averaging 
and deep learning allowed the model to maintain interpretability while significantly enhancing 
prediction power. The hybrid approach successfully balanced sensitivity and specificity, 
leading to reduced false alarms and improved detection speed—an essential requirement for 
real-time fraud prevention in banking systems. 

Furthermore, real-time implementation simulations demonstrated that the Hybrid 
Model could efficiently process large-scale transaction streams with minimal latency, 
confirming its scalability and adaptability for modern financial infrastructures. This finding 
suggests that integrating ensemble and deep learning techniques can provide financial 
institutions with a reliable and intelligent framework for combating evolving fraudulent 
schemes. 

 
 
 
 



Journal of Investigative Auditing & Financial Crime 2025 (September), vol. 1, no. 3, Manurung, et al.  32 of 34 

 

5. Comparison 
The comparative analysis between the AI-based investigative audit system and the 

traditional manual audit reveals significant improvements in both efficiency and accuracy. 
Manual audits, while comprehensive, are inherently limited by human capacity to process 
large volumes of transaction data. Auditors often rely on sampling methods and heuristic 
judgments, which can overlook subtle or complex fraudulent patterns embedded within high-
frequency or cross-channel transactions. This approach typically results in longer 
investigation times and higher operational costs. 

In contrast, the AI-driven audit system demonstrates superior performance in 
automating data analysis and identifying anomalies across extensive datasets in real time. By 
leveraging machine learning algorithms, the system can recognize intricate transactional 
relationships and detect hidden fraud indicators that are often undetectable through manual 
review. The AI model exhibits faster detection cycles, significantly reducing the time required 
to flag suspicious activities. Furthermore, the automated approach minimizes human error 
and enhances consistency in decision-making processes. 

When comparing outcomes, the AI system shows a higher detection accuracy and lower 
false-positive rates than traditional human audits. While auditors provide valuable contextual 
judgment, the integration of AI substantially enhances investigative depth and operational 
scalability. Ultimately, the AI-based audit system complements human expertise by handling 
large-scale data analysis efficiently, allowing auditors to focus on strategic assessment and 
judgment-based decision-making. This synergy between artificial intelligence and human 
auditors marks a pivotal advancement toward more effective and reliable investigative 
auditing in the banking sector. 

 
6. Conclusions 

The implementation of Artificial Intelligence (AI) in investigative audits has proven to 
be effective in automating the auditing process, delivering faster and more efficient results 
compared to traditional manual methods. Through the use of advanced machine learning 
algorithms, the AI system successfully analyzes large volumes of banking transaction data and 
identifies irregularities with a high degree of precision. The findings confirm that AI not only 
accelerates the audit process but also enhances the accuracy and reliability of fraud detection. 
Moreover, the integration of intelligent automation reduces human error and operational 
workload, thereby strengthening the overall integrity of banking audit practices. 

To maximize the benefits of this technological advancement, several recommendations 
can be proposed. First, banks should integrate AI-based auditing systems into their internal 
audit infrastructure to enhance efficiency and improve fraud detection capabilities. This 
integration would enable real-time monitoring and faster response to suspicious transactions. 
Second, further development of hybrid models combining rule-based methods with machine 
learning approaches is recommended to improve detection accuracy and reduce false 
positives. Finally, future research should focus on the interpretability of AI-generated results 
to ensure transparency and facilitate better collaboration between AI systems and human 
auditors. Such efforts will help bridge the gap between automated analytics and human 
judgment, ensuring that AI-driven audits remain both trustworthy and explainable. 
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