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Abstract: Corporate expense reports are often vulnerable to fraudulent practices such as fictitious 

entries, inflated costs, and data manipulation, which can undermine the reliability of financial 

statements and damage stakeholder trust. Traditional auditing methods, while essential, face limitations 

in handling large-scale data and in identifying complex patterns of fraud. This research aims to address 

these challenges by developing a forensic audit model that integrates Benford’s Law with anomaly 

detection algorithms to improve the accuracy of fraud detection. The study employed anonymized 

corporate expense report records containing numerical, categorical, and textual attributes. Data 

preprocessing involved cleaning, normalization, and feature extraction, followed by applying Benford’s 

Law to identify abnormal digit distributions. Machine learning algorithms, including Isolation Forest, 

Local Outlier Factor (LOF), and DBSCAN, were then used to detect anomalies in transaction data. 

The findings indicate that the hybrid model combining these methods achieved superior results with 

an accuracy of 93.4% and an F1-score of 90.4%, outperforming standalone approaches and 

significantly reducing false positives and false negatives. This suggests that integrating statistical and 

machine learning techniques enhances the reliability and efficiency of forensic auditing in detecting 

suspicious financial activities. The study concludes that such a hybrid framework provides a more 

comprehensive fraud detection system, offering practical benefits for corporate internal control and 

regulatory oversight, as well as theoretical contributions to the advancement of data-driven forensic 

auditing. 
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1. Introduction 

The falsification of corporate expense reports is one of the most common forms of 

financial fraud in the modern corporate world. This practice can cause significant financial 

losses to companies, investors, and creditors, as well as undermine public trust in the integrity 

of financial statements [1], [2]. Such manipulation is usually carried out by falsifying 

transaction evidence, inflating operational costs, or recording fictitious expenses to conceal 

internal fund leakage [3]. As business operations and financial data volumes grow increasingly 

complex, the risk of fraud also rises, making conventional detection methods less effective 

[4]. 

Manual auditing has several limitations in detecting such fraudulent activities. First, the 

manual examination process requires substantial time and effort, as auditors must check the 

details of each transaction and its supporting documentation [5]. Second, human-based audits 

are prone to human error due to fatigue, negligence, or limited ability to recognize complex 

fraud patterns [6]. Third, traditional audit systems often fail to handle large-scale data (big 

data), allowing small but significant anomalies to go unnoticed [7], [8]. These limitations 

reinforce the urgency of adopting data analytics–based approaches and anomaly detection 

algorithms in forensic auditing [9]. 
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Forensic audit approaches based on data analytics have proven effective in detecting 

irregular patterns that cannot be identified using traditional methods [10]. By integrating 

machine learning, data mining, and statistical analysis, forensic auditors can identify indicators 

of fraud more quickly and accurately [3], [11]. For instance, Benford’s Law is used to detect 

abnormal distributions in financial data, which often indicate numerical manipulation [4]. 

When combined with anomaly detection algorithms such as Deep Q-Network (DQN) or 

neural network-based models, the system’s ability to recognize suspicious transactions 

increases significantly [12], [13]. 

In addition to improving efficiency, this analytical method also provides higher accuracy 

compared to manual examinations [6]. Models built with machine learning algorithms can 

learn from historical transaction patterns and identify outliers that may represent fraudulent 

activities [11]. Several studies even demonstrate that integrating big data analytics with 

forensic auditing can reduce false positive rates and accelerate financial investigation 

processes [5], [8]. This makes data analytics–based forensic auditing an essential tool in 

modern corporate internal control systems [9]. 

The application of this approach also enables future fraud prediction through 

probability-based modeling and predictive analysis [1], [11]. Thus, organizations can not only 

detect ongoing fraud but also anticipate potential violations before they occur. This predictive 

approach supports a more proactive and efficient prevention strategy, aligned with the 

principles of risk-based auditing widely adopted in modern auditing practices [10]. 

Overall, integrating Benford’s Law with anomaly detection algorithms offers a more 

sophisticated, automated, and accurate forensic audit model for detecting fictitious expenses. 

The use of this combined method allows more adaptive monitoring of corporate financial 

data dynamics while reducing reliance on manual auditor analysis [12], [13]. Therefore, this 

study aims to develop a forensic audit model based on Benford’s Law and anomaly detection 

algorithms to effectively detect irregularities in corporate expense reports. 

2. Literature Review 

Concept of Forensic Audit 
Forensic auditing is a specialized field within accounting that focuses on detecting and 

preventing fraud as well as illegal activities within organizations. This process integrates 

expertise in accounting, law, and information technology to identify criminal acts and provide 

legally defensible evidence [14]. The application of artificial intelligence in forensic auditing 

has brought significant advancements in early fraud detection and strengthened preventive 

mechanisms [15]. 

Forensic auditing also has a major impact on public sector governance. Studies indicate 

that the implementation of forensic audits can enhance transparency in the use of public 

resources and strengthen institutional accountability [16]. Moreover, the application of 

advanced forensic auditing technologies is capable of creating an auditable environment to 

reduce opportunities for fraudulent behavior [17]. 

The Role of Forensic Audit in Fraud Prevention and Detection 
Forensic auditing plays a crucial role in maintaining the integrity of financial reporting 

and preventing irregularities. Compared to conventional auditing, forensic auditing has 

proven to be more effective in detecting indications of fraud since it employs investigative 

approaches and in-depth analysis of transactional data [18]. Bibliometric analyses show that 

the use of artificial intelligence and data analysis methods in forensic auditing has steadily 

increased over the past two decades [19]. 

At the global level, the implementation of forensic auditing in public institutions, such 

as in Ecuador, has demonstrated improved efficiency in oversight and prevention of public 

fund misuse [20]. 
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Benford’s Law 
Benford’s Law explains the natural distribution of the first digits in a set of numerical 

data occurring in nature. Generally, smaller digits such as 1 appear as the first digit more 

frequently than larger digits [21]. This distribution is used to detect irregularities in financial 

data, as deviations from Benford’s pattern may indicate data manipulation or fraud [22], [23]. 

In the context of financial auditing, Benford’s Law has been applied to test the 

reasonableness of financial statements of companies and banking institutions [24]. Pavlović 

et al. [25] demonstrated the effectiveness of Benford’s Law using Monte Carlo simulations to 

detect anomalies in financial statements. Meanwhile, Othman et al. [26] showed that the 

combination of Benford and Beneish models could uncover financial irregularities in the 

Toshiba case. 

Beyond the financial context, Benford’s Law has also been applied in industrial systems 

and tax data, showing the capability of this method to detect digital irregularities across 

various data domains [27], [28]. 

First-Digit Distribution Principle 
The first-digit distribution principle under Benford’s Law states that the number 1 

appears as the first digit about 30% of the time, while larger numbers occur less frequently 

[29]. This pattern is used to verify the authenticity of financial report data. Significant 

deviations from the expected distribution may serve as early indicators of data manipulation 

or fictitious entries. 

Dumičić and Mataković [30] identified that the conformity of Benford’s Law varies 

across industries, highlighting the importance of calibrating detection models for each 

economic sector. 

Anomaly Detection Algorithms 
Anomaly detection algorithms are data-driven approaches used to identify unusual 

patterns within large datasets. This method is highly useful for uncovering suspicious financial 

transactions and automatically detecting fraudulent activities [31]. Commonly used 

unsupervised algorithms include Isolation Forest, Local Outlier Factor (LOF), and DBSCAN. 

The Isolation Forest operates on the principle of isolating anomalies through random 

partitioning of variables and feature values, making it efficient for large datasets [32]. 

Meanwhile, the LOF detects anomalies based on the local density of a point compared to its 

neighbors, where points with lower densities are considered outliers [33]. DBSCAN, on the 

other hand, clusters data based on density and labels data points in sparse regions as outliers 

[31]. 

Recent studies have shown that these algorithms are highly relevant in detecting 

abnormal transactions, particularly in digital financial systems and blockchain environments 

[32], [33]. 

3. Research Methodology 

The research methodology outlines the systematic steps undertaken to design, 

implement, and evaluate the proposed forensic audit model. Since this study focuses on 

detecting irregularities in corporate expense reports, the methodology emphasizes the 

integration of Benford’s Law and anomaly detection algorithms. The process begins with data 

collection and preprocessing, followed by the application of Benford’s Law to detect 

abnormal digit distributions. Next, anomaly detection algorithms are implemented to identify 

suspicious transactions, which are then integrated into a hybrid model. Finally, the model is 
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evaluated using standard classification metrics to assess its accuracy and reliability. The 

detailed procedures are explained in the following subsections. 

Figure 1. Research Flow of the Forensic Audit Model 

Research Design 
This study adopts a quantitative research design with an experimental approach. The 

purpose is to develop and test a forensic audit model that integrates Benford’s Law and 

anomaly detection algorithms in order to detect irregularities in corporate expense reports. 

The model is assessed based on its accuracy in identifying manipulated transactions compared 

to the use of single methods. 

Data Collection 
The data used in this study consist of corporate expense report records obtained from 

an organization that has been anonymized for confidentiality. The dataset contains numerical 

attributes such as transaction amounts and frequency, categorical attributes including expense 

categories, cost centers, and vendor codes, as well as textual attributes derived from 

transaction descriptions. The total number of transactions analyzed represents multiple 

reporting periods to ensure the reliability of the analysis. To comply with research ethics, all 

identifying information was anonymized. 

Data Preprocessing 
Before conducting the analysis, the data underwent several preprocessing stages. First, 

data cleaning was carried out to remove incomplete, duplicate, or inconsistent entries. Next, 

normalization was applied to standardize numerical attributes and reduce scale bias. Feature 

extraction was then performed, particularly for textual data, using the TF-IDF method to 

transform transaction descriptions into analyzable vectors. Finally, irrelevant extreme values 

outside the scope of expense reports were filtered to minimize noise in the dataset. 

Application of Benford’s Law 
Benford’s Law was applied to analyze the first-digit distribution of numerical expense 

amounts. The chi-square test and Mean Absolute Deviation (MAD) were employed to 

compare the observed frequency of digits with the expected Benford distribution. 

Transactions that showed significant deviations were flagged as suspicious and included in 

the anomaly detection phase. 

Anomaly Detection Algorithms 
The study implemented three unsupervised anomaly detection algorithms, namely 

Isolation Forest, Local Outlier Factor (LOF), and DBSCAN. Isolation Forest works by 

isolating anomalies through random partitioning, making it efficient for large datasets. Local 

Outlier Factor evaluates data points based on local density deviations compared to their 

neighbors, while DBSCAN groups data into clusters and labels points in sparse regions as 

outliers. The parameters of each algorithm were optimized through grid search to improve 

detection performance. 

Hybrid Model Integration 

 

Research Design Data Collection 

Data Preprocessing Application of Benford’s Law 

Anomaly Detection Algorithms Hybrid Model Integration 

Model Evaluation Research Flow 
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The results from Benford’s Law analysis were combined with outputs from anomaly 

detection algorithms to form a hybrid classification model. A rule-based decision framework 

was designed so that transactions identified by both Benford’s Law and anomaly detection 

were classified as high-risk anomalies, while those flagged by only one method were classified 

as moderate-risk. This integration aimed to improve robustness and reduce both false 

positives and false negatives. 

Model Evaluation 
The performance of the proposed model was evaluated using classification metrics 

including accuracy, precision, recall, and F1-score. A ten-fold cross-validation technique was 

applied to ensure the reliability and generalizability of the model. The results of the hybrid 

model were then compared to those of standalone Benford’s Law and each anomaly detection 

algorithm individually. 

Research Flow 
The overall research process consists of several stages, beginning with data collection, 

followed by data preprocessing, application of Benford’s Law, implementation of anomaly 

detection algorithms, integration into a hybrid model, evaluation of model performance, and 

finally interpretation of results. 

 

4. Results and Discussion 

Results 

The analysis of the first-digit distribution using Benford’s Law revealed significant 

deviations between the expected theoretical distribution and the actual data from expense 

reports. Table 1 and Figure 2 illustrate that the frequency of the first digit did not fully follow 

the Benford pattern, particularly for digit “1,” which was expected to occur at 30.1% but was 

only observed at 21.4%. This discrepancy indicates potential anomalies in some of the 

transactions. 

Table 1. First-Digit Distribution Based on Benford’s Law 

First Digit Expected (%) Observed (%) 

1 30.1 21.4 

2 17.6 16.8 

3 12.5 13.2 

4 9.7 10.4 

5 7.9 8.9 

6 6.7 7.3 

7 5.8 8.2 

8 5.1 6.9 

9 4.6 7.0 

 
Figure 2. Benford’s Law Distribution in Expense Reports 

In addition, the performance evaluation of anomaly detection models is presented in 

Table 2 and Figure 3. The hybrid model that combined Isolation Forest, LOF, and DBSCAN 
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achieved the highest performance with an accuracy of 93.4%, precision of 89.7%, recall of 

91.2%, and F1-score of 90.4%. These results outperformed the single-method approaches. 

Table 2. Comparison of Anomaly Detection Model Performance 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

Benford's Law 81.6 78.2 80.1 79.1 

Isolation Forest 87.4 85.6 87.0 86.3 

LOF 85.2 84.0 82.3 83.1 

DBSCAN 88.3 86.5 83.0 84.7 

Hybrid Model 93.4 89.7 91.2 90.4 

 
Figure 3. Performance Comparison of Anomaly Detection Models 

Discussion 
The results indicate that the first-digit distribution in expense reports deviates from the 

theoretical pattern predicted by Benford’s Law. The most striking deviation occurs with digit 

“1,” which appears much less frequently than expected. Such irregularities may signal 

abnormal patterns, either due to recording errors or deliberate fraudulent manipulation. 

However, relying solely on Benford’s Law is insufficient, as it cannot fully capture the 

complexity of financial anomalies. 

The application of machine learning models strengthened the anomaly detection 

process. Clustering-based methods such as DBSCAN and density-based approaches like LOF 

proved effective in identifying complex outlier patterns. Similarly, Isolation Forest 

demonstrated reliable performance by isolating anomalous data points in large datasets. 

The hybrid model was the most effective approach, as it integrated the strengths of the 

individual methods. Its superior accuracy and F1-score suggest a balanced performance 

between precision and recall. This balance is particularly critical in fraud detection, where 

both false positives (misclassifying normal transactions as anomalies) and false negatives 

(failing to identify fraudulent transactions) can lead to significant consequences. 

Overall, these findings emphasize the importance of a multiparadigm approach to 

financial anomaly detection. Benford’s Law can serve as an initial screening tool, while 

machine learning models provide deeper and more adaptive insights into complex data 

structures. 

5. Comparison 

The comparison across the applied methods highlights distinct strengths and 

weaknesses. Benford’s Law is a simple yet powerful statistical approach for detecting 

irregularities in numerical data. It quickly identifies deviations in digit distribution, making it 

effective as a preliminary screening tool. However, its reliance on digit frequencies alone limits 

its ability to detect sophisticated or concealed fraudulent patterns, resulting in lower 

performance (accuracy of 81.6% and F1-score of 79.1%). 

On the other hand, single machine learning models such as Isolation Forest, LOF, and 

DBSCAN demonstrated stronger performance than Benford’s Law. Isolation Forest 
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achieved the highest accuracy among single models (87.4%), due to its capability to isolate 

anomalous points efficiently in high-dimensional data. LOF and DBSCAN also captured local 

density and clustering-based anomalies, though with slightly lower recall compared to 

Isolation Forest. Despite their strengths, these single models still face limitations, as each is 

optimized for particular anomaly characteristics. 

The hybrid model presented the most balanced and superior results. By integrating 

Isolation Forest, LOF, and DBSCAN, it successfully combined the strengths of each 

approach, resulting in an accuracy of 93.4% and an F1-score of 90.4%. This indicates that the 

hybrid method not only improves precision but also enhances recall, reducing both false 

positives and false negatives. Compared to single methods and Benford’s Law, the hybrid 

model provides a more comprehensive and reliable mechanism for financial anomaly 

detection. 

Therefore, the comparative analysis suggests that while Benford’s Law remains valuable 

for initial anomaly indication, machine learning models particularly in a hybrid configuration 

offer greater accuracy, robustness, and adaptability for forensic auditing tasks. 

6. Conclusions 

This study developed and evaluated a forensic audit model based on the integration of 

Benford’s Law and anomaly detection algorithms in detecting irregularities within corporate 

expense reports. The results demonstrate that while Benford’s Law provides a simple and 

effective initial screening tool, its performance is limited when applied as a standalone 

method. Machine learning approaches such as Isolation Forest, LOF, and DBSCAN achieved 

higher levels of accuracy and recall, though each exhibited method-specific limitations. 

The proposed hybrid model successfully combined the strengths of these methods, 

achieving the highest performance with an accuracy of 93.4% and an F1-score of 90.4%. This 

indicates that hybrid anomaly detection systems are more effective in reducing false positives 

and false negatives, thereby improving the reliability of forensic audits. 

Overall, the findings highlight that integrating statistical analysis with machine learning 

algorithms offers a robust and adaptive solution for fraud detection in corporate financial 

systems. This approach not only enhances the detection of ongoing fraudulent activities but 

also lays the foundation for predictive and real-time monitoring. Future research may expand 

this framework by incorporating deep learning models and applying the system to diverse 

financial environments, such as banking and blockchain transactions, to further strengthen 

fraud prevention strategies. 
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