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Abstract. The rapid digitalization of academic resources has necessitated the development of more 
secure and efficient library management systems. Conventional password-based authentication 
methods are increasingly vulnerable to misuse, unauthorized access, and administrative inefficiencies. 
This study aims to design and implement a web-based digital library management system integrated 
with biometric fingerprint authentication to enhance security, usability, and management efficiency. 
The research employed a system development approach using web technologies such as PHP, MySQL, 
and biometric SDK integration. Evaluation was conducted by comparing the proposed system with 
traditional password-based models in terms of authentication accuracy, login speed, user satisfaction, 
and administrative efficiency. The findings revealed significant improvements: authentication accuracy 
increased from 89.5% to 98.7%, login time decreased from 7.8 to 2.9 seconds, and user satisfaction 
rose from 3.4 to 4.7 on the Likert scale. Additionally, unauthorized access attempts were completely 
eliminated, and administrative efficiency improved by 21.7%. These results demonstrate that biometric 
fingerprint authentication provides a highly reliable and user-friendly security mechanism, 
outperforming conventional authentication methods. The study concludes that integrating biometric 
technology into digital library systems not only strengthens data protection but also enhances 
operational performance and user experience. Future research should explore multi-modal biometrics, 
cloud-based scalability, and advanced encryption to further optimize system effectiveness. 
 
Keywords: Authentication, Biometric System, Digital Library, Fingerprint Recognition, Web-Based 
Application.  

 
1. Introduction 

Libraries have undergone a profound transformation from traditional systems to 
digital environments. In the past, libraries primarily offered physical resources and services 
within designated buildings. However, with the advancement of digital technologies such as 
broadband networks, mobile devices, social media, and cloud computing, physical libraries 
have progressively shifted into digital domains [1], [2], [3]. Digital libraries now provide access 
to digital collections in diverse formats including e-books, e-journals, databases, and 
multimedia resources that users can access remotely. They also offer virtual services such as 
information literacy programs, learning support, and outreach via social media platforms [1]. 

Despite these developments, conventional library systems still face persistent issues 
related to data security and account misuse. As libraries transition into digital formats, the 
complexity of security threats increases significantly. Network vulnerabilities within digital 
library systems can result in data loss, unauthorized access, and system downtime [2]. 
Moreover, traditional physical libraries encounter problems such as theft, mutilation, and 
misplacement of materials, which reduce operational efficiency and compromise resource 
accessibility [4]. 

One major challenge in both conventional and digital systems lies in user 
authentication. Password-based authentication, which remains widely adopted, exhibits 
several critical weaknesses. First, passwords are often weak or predictable, making them 
susceptible to brute force, phishing, and man-in-the-middle attacks [5], [6], [7], [8]. Second, 
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users frequently forget their passwords, creating access barriers and administrative overhead 
[5], [6]. Third, password reuse across multiple platforms leads to a domino effect: when one 
account is compromised, others become vulnerable as well [6], [9], [10]. These issues 
underscore the limitations of password-based systems in ensuring secure access to library 
resources. 

To address these vulnerabilities, the adoption of web-based systems integrated with 
biometric authentication has become increasingly essential. Biometric technologies such as 
fingerprint recognition and vein pattern scanning provide more secure and reliable methods 
of identity verification by analyzing unique physiological or behavioral traits that are difficult 
to replicate [11], [12], [13], [14]. This approach not only strengthens system security but also 
enhances user convenience by eliminating password-related challenges. Furthermore, web-
based systems facilitate remote access and centralized management of library operations, 
improving both efficiency and user experience [15], [16], [17]. 

The integration of biometric authentication into web-based digital library systems 
thus represents a promising solution to long-standing issues in library management. By 
combining accessibility, efficiency, and advanced security, such systems have the potential to 
redefine how users interact with library resources in the digital age. 

 

2. Literature Review 
Overview of Digital Library Systems, Web-Based Management, and Biometric 
Authentication Technologies 

Digital library systems have evolved into essential infrastructures for managing digital 
knowledge, enabling lifelong learning, and supporting research and preservation activities. 
They outperform traditional library systems by offering scalable storage, improved 
accessibility, and minimal physical infrastructure requirements [18], [19]. These systems not 
only enhance user experience but also contribute to efficient knowledge dissemination in the 
digital era. 
Overview of Digital Library Systems 

The general architecture of digital library systems encompasses several key 
components: database development, networking, hardware and wiring, licensing, 
authentication, and security management [20]. The integration of these elements ensures 
smooth operation and user access control in a digital environment. 

Tedd and Large emphasized that database design and network infrastructure are 
central to ensuring interoperability and long-term preservation of digital resources [21]. 
Furthermore, Tebbetts highlighted the importance of building sustainable infrastructures that 
support future scalability in library operations [22]. 

Recent technological developments have introduced emerging tools such as 
blockchain to improve transparency, security, and authenticity of digital content [23]. 
Similarly, XML-based web standards remain vital for structuring and sharing metadata 
efficiently across platforms [24]. Kasemsap further demonstrated that the success of digital 
library systems depends on robust frameworks combining content organization, metadata 
standards, and user-centric service models [25]. 
Web-Based Systems in Library Management 

Web-based library management systems offer significant advantages over desktop 
applications due to their accessibility, cost-effectiveness, and collaborative capabilities. Users 
can access library services anytime and anywhere through an internet connection, fostering 
inclusivity and remote participation [26]. 

Larson and Williams underlined that web-based architectures facilitate centralized 
databases that enhance operational efficiency and simplify data maintenance [27]. Similarly, 
Sharma and Kumar introduced the concept of WEBtop, an approach that enables operating 
systems to function entirely via the web further improving flexibility in educational and 
professional environments [28]. 

Moreover, web applications promote real-time collaboration, allowing multiple users 
to simultaneously access and contribute to shared resources [26]. According to Macmillan, 
interactive web environments not only support remote learning but also encourage user 
engagement and knowledge sharing [29]. 
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Biometric Authentication Technologies 
Security remains a crucial concern in digital library systems. Biometric authentication 

has emerged as a powerful method to enhance system integrity and prevent unauthorized 
access. Common biometric methods include fingerprint, facial, and iris recognition, each 
providing unique benefits and applications [30], [31], [32], [32]. 

Fingerprint recognition, in particular, is recognized for its convenience, speed, and 
mature technological base. Dass and Jain outlined that fingerprint-based recognition offers a 
balance between accuracy and computational efficiency [33]. Yu et al. reviewed advancements 
in fingerprint sensors, emphasizing their reliability and widespread use in various digital 
platforms [30]. 

Furthermore, AI-based algorithms play a significant role in improving the robustness 
of biometric systems. Subitha et al. described how artificial intelligence enhances pattern 
recognition accuracy and minimizes false matches [34]. Similarly, Khan introduced new 
perspectives on online biometric systems that integrate AI with security protocols to improve 
performance in real-time applications [35]. 

In contrast, iris recognition provides higher accuracy but requires more sophisticated 
hardware and processing, as demonstrated by Saravanan and Sindhuja [32]. 
Previous Works on Library Security 

Earlier studies have examined diverse approaches to strengthening digital library 
security. Nath demonstrated that Electronic Security Systems (ESSs) contribute significantly 
to monitoring and protecting library resources [31]. Li developed a multi-layered security 
architecture for campus libraries, integrating multiple defense mechanisms to reduce 
vulnerabilities [16]. 

Moreover, Ekere et al. investigated the role of ICT-based security tools, such as 
surveillance and barcode systems, in mitigating theft and unauthorized access in academic 
libraries [17]. Complementarily, Ismail and Zainab proposed a security assessment model to 
evaluate the existing security status and recommend improvements in library systems [18]. 

 

3. Research Method 
This study adopts a developmental research approach, focusing on the design and 
implementation of a web-based digital library management system integrated with biometric 
fingerprint authentication. The methodology is structured into five main stages: system 
analysis, system design, implementation, testing, and evaluation. 
Research Design 

The research adopts the Software Development Life Cycle (SDLC) approach as the 
main framework for system development. This model provides a structured methodology 
that guides the process from the initial identification of requirements to the final deployment 
and maintenance of the system. By following iterative stages, the research ensures that both 
functional and security aspects of the digital library management system are thoroughly 
addressed and refined throughout development. 

In this study, the Waterfall Model is adapted within the SDLC framework due to its 
systematic and well-defined sequential structure. Each phase requirement analysis, system 
design, implementation, testing, and maintenance is executed in a logical order to maintain 
clarity and control over the development process. This model allows for detailed 
documentation and evaluation at every stage, ensuring that the system meets user expectations 
and integrates biometric authentication effectively to enhance security and reliability. 
System Analysis 

In the system analysis phase, an in-depth examination of traditional library systems 
was conducted to identify their limitations and vulnerabilities. The analysis revealed several 
key issues, particularly in user authentication, data management, and access control 
mechanisms. To gather comprehensive insights, observations and interviews were carried out 
with library administrators and staff, uncovering common operational challenges such as 
account misuse, unauthorized access, and password sharing among users. 

Based on these findings, several system requirements were formulated to address the 
identified weaknesses. The proposed system emphasizes secure user login and access control 
through the integration of fingerprint recognition technology, ensuring that each user’s 
identity is verified accurately. Additionally, the system aims to provide efficient catalog and 
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user data management within a centralized web-based database, enabling streamlined 
operations, improved data consistency, and enhanced accessibility for both users and 
administrators. 
System Design 

The proposed system design adopts a three-tier architecture consisting of the 
presentation, application, and database layers to ensure scalability, security, and efficiency. 
The presentation layer provides a responsive web interface developed using HTML5, CSS, 
and JavaScript, enabling users to access the system seamlessly across different devices. The 
application layer, built using PHP or Python frameworks such as Flask or Django, manages 
core functionalities including system logic, biometric verification, and user request processing. 
Meanwhile, the database layer, implemented using MySQL or PostgreSQL, is responsible for 
securely storing digital resources, user information, and authentication logs. Biometric 
authentication is integrated through fingerprint recognition modules that utilize AI-enhanced 
image processing algorithms [28], [33], [34]. Fingerprint data captured by sensors are 
converted into encrypted templates and stored securely to ensure privacy and prevent data 
duplication. The system’s architecture also includes several interconnected modules such as 
user registration and login, biometric data capture and verification, book catalog management, 
borrow-return tracking, and administrative reporting, all of which work together to enhance 
operational efficiency and system reliability. 
Implementation 

The implementation phase involves deploying the system on a web server 
environment, making it accessible through both intranet and internet connections. This setup 
ensures that users, librarians, and administrators can interact with the system from different 
locations while maintaining real-time access to library resources. The biometric module is 
integrated through a fingerprint scanner compatible with platforms such as the Digital 
Persona SDK or Arduino-based sensors, enabling secure and efficient user authentication. 

The web application is designed to communicate directly with the authentication API 
to validate user credentials before granting access. To ensure data protection, all 
communications between the client and server are secured using the HTTPS protocol 
combined with SSL/TLS encryption. Furthermore, the system incorporates multiple access 
levels, distinguishing permissions among administrators, librarians, and general users. This 
access control mechanism ensures proper management of digital content, preventing 
unauthorized modifications and maintaining the integrity of the library’s digital assets. 
Testing Procedure 

The testing procedure is carried out through three main categories: functional testing, 
security testing, and performance testing. Functional testing is conducted to ensure that all 
modules, including user login, catalog access, borrowing system, and reporting, operate 
according to design specifications. Security testing focuses on verifying the reliability of the 
biometric authentication process, the system’s ability to prevent unauthorized access, and the 
effectiveness of data encryption methods. Performance testing evaluates the overall efficiency 
of the system by measuring speed, response time, and resource utilization, especially when 
multiple users access the platform simultaneously. 

Additionally, the accuracy of the fingerprint recognition module is assessed using key 
parameters such as False Acceptance Rate (FAR), False Rejection Rate (FRR), and Equal 
Error Rate (EER). The target is to achieve an EER below 2%, indicating a high level of 
accuracy and reliability in identifying users. This ensures that the system not only operates 
efficiently but also maintains strong security and user trust in its biometric authentication 
features. 
Evaluation 

After the implementation and testing phases, the system is evaluated by comparing 
its performance with traditional password-based authentication models based on three key 
criteria: access security and data integrity, user satisfaction, and administrative efficiency. 
Feedback from library staff and users is collected through structured questionnaires and 
analyzed using a Likert-scale approach to assess perceived improvements in system usability, 
safety, and overall effectiveness. The evaluation aims to determine how well the biometric 
fingerprint authentication enhances user experience and operational control within the library 
environment. The expected outcome is that the integration of biometric verification 
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significantly strengthens security measures, improves administrative management, and offers 
a more reliable and accurate authentication process compared to conventional password-
based systems. 

 

4. Results and Discussion 
Results 

The developed Web-Based Digital Library Management System with Biometric 
Authentication was successfully implemented and evaluated in a controlled environment 
involving 50 participants (30 students and 20 library staff). The evaluation focused on security 
performance, system usability, and user satisfaction compared to a traditional password-based 
system. 

The testing process aimed to determine whether biometric fingerprint 
authentication could significantly enhance access security, system speed, and user experience 
in managing digital library activities. 
System Performance Comparison 
Table 1 presents a comparative analysis of system performance metrics between the 
traditional password-based model and the proposed biometric-based model. 

Table 1. Comparison Between Traditional and Biometric-Based Library Systems. 

Criteria 
Traditional Password 

System 

Biometric Fingerprint 

System 

Authentication Accuracy (%) 89.5 98.7 

Average Login Time (seconds) 7.8 2.9 

Security Breach Attempts (per test 

cycle) 
5 0 

User Satisfaction (Likert Mean, 1–5) 3.4 4.7 

Administrative Efficiency (%) 72.5 94.2 

Explanation of Table 1 
From Table 1, it can be seen that the biometric system achieved significantly higher 

authentication accuracy (98.7%) compared to the traditional password-based method 
(89.5%). Additionally, the average login time was reduced by more than half, indicating that 
fingerprint recognition not only improved security but also operational efficiency. 

Security breaches during testing were completely prevented under the biometric 
model, as fingerprints could not be duplicated or shared, unlike passwords. Furthermore, user 
satisfaction reached a mean score of 4.7, suggesting strong approval for the new 
authentication system. Administrative efficiency also improved from 72.5% to 94.2%, as 
biometric login eliminated password reset requests and unauthorized account use. 
User Feedback and Security Performance Visualization 

To better illustrate the comparison between both authentication models, a graphical 
representation was developed to show the differences in authentication accuracy and user 
satisfaction. The chart provides a clear visualization of the performance advantage of the 
biometric fingerprint system over the traditional password-based system. 

Figure 1. User Satisfaction and Authentication Accuracy Comparison Between Two 
Systems. 
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Explanation of Figure 1 
Figure 1 shows a clear visual representation of the system’s improvement. The 

biometric fingerprint model demonstrates a near-perfect authentication accuracy rate and 
higher user satisfaction levels. The graphical comparison emphasizes that users find 
fingerprint login more reliable, faster, and secure than traditional password entry. 

Participants reported a reduction in login errors and appreciated the ease of use, as 
biometric authentication removed the need to remember complex passwords. Moreover, 
administrators reported fewer support tickets related to login issues, reducing system 
downtime and improving workflow continuity. 
Discussions 

The experimental results indicate that integrating biometric fingerprint 
authentication into digital library systems provides significant improvements in both security 
and usability. The system demonstrated a substantial enhancement in access control, as no 
security breaches were detected during testing. This shows that biometric-based 
authentication effectively minimizes vulnerabilities related to credential sharing and password 
theft. The improvement in authentication accuracy to 98.7% confirms the reliability of 
fingerprint recognition in maintaining secure access to digital library resources. 

In terms of efficiency and user experience, the reduction in login time from 7.8 to 
2.9 seconds highlights the operational effectiveness of the proposed system. The fingerprint 
authentication method combines both speed and accuracy, making it ideal for high-traffic 
digital environments such as libraries. Increased user satisfaction, reflected in a mean score of 
4.7, further indicates that the system offers a positive and user-friendly experience. The web-
based implementation also enabled remote access to the library catalog and administrative 
modules, providing users with a consistent and accessible interface across various devices. 

From an administrative standpoint, the system demonstrated a significant 
improvement in efficiency, achieving a 94.2% enhancement in operational management. The 
elimination of password recovery requests reduced administrative workload and human error, 
while automated verification processes strengthened system reliability. These results confirm 
that biometric systems can improve both management and security aspects in digital libraries. 

The findings also highlight the potential of integrating biometric authentication into 
web-based digital library systems to achieve higher levels of protection without compromising 
user convenience. The combination of AI-driven biometric recognition and secure web 
architecture provides a strong foundation for future digital transformation in educational 
institutions. However, certain challenges remain, such as hardware costs, data privacy 
concerns, and integration with existing legacy systems. Ongoing research and development 
are essential to address these limitations and ensure that future implementations are scalable, 
interoperable, and ethically compliant. 

Table 2. Summary of Key Findings from System Evaluation. 

Aspect Outcome 

Authentication Security Improved from 89.5% to 98.7% accuracy 

Login Speed Reduced from 7.8s to 2.9s 

Unauthorized Access Attempts Eliminated (0 recorded) 

User Satisfaction Increased from 3.4 to 4.7 (Likert mean) 

Administrative Efficiency Improved by 21.7% 

Overall, the biometric-based system clearly outperformed the traditional password 
system across all measured parameters, confirming that biometric authentication provides a 
secure, efficient, and user-friendly solution for modern digital libraries. 

 

Comparison 
The comparison between the traditional password-based library system and the 

biometric fingerprint-based system clearly demonstrates the superior performance of the 
proposed model across all evaluation parameters. In terms of authentication accuracy, the 
biometric system achieved 98.7%, representing a substantial improvement over the traditional 
method’s 89.5%. This finding indicates that fingerprint recognition provides a more reliable 
and secure approach to verifying user identity. Moreover, the average login time decreased 
significantly from 7.8 seconds to 2.9 seconds, demonstrating that biometric authentication 
not only enhances security but also increases operational efficiency. 
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Security performance showed notable improvement, as the password-based system 
recorded five security breach attempts during testing, whereas the biometric system 
successfully prevented all unauthorized access. From the user experience perspective, 
satisfaction levels rose considerably, with the average Likert score increasing from 3.4 to 4.7. 
This reflects users’ positive perception of the biometric model, emphasizing its convenience 
and reliability due to the elimination of password-related challenges such as forgotten 
credentials and reset requests. 

Administrative efficiency also improved markedly from 72.5% under the traditional 
model to 94.2% with the biometric system indicating reduced workload for administrators 
and fewer authentication-related issues. This efficiency gain highlights the system’s ability to 
streamline operations and minimize downtime. The discussion further supports these results, 
showing that biometric authentication enhances both technical and managerial aspects of 
digital library operations. 

Overall, the biometric fingerprint authentication system outperformed the 
conventional password-based model in every measured aspect, including security, speed, 
accuracy, usability, and administrative efficiency. These outcomes confirm that the integration 
of biometric technology into web-based digital library systems provides a more secure, 
efficient, and user-friendly solution aligned with digital transformation objectives in modern 
educational institutions. However, future studies should address potential challenges related 
to hardware costs, data privacy, and system integration to ensure sustainable and ethically 
responsible implementation. 

 

6. Conclusions And Recommendation 
Conclusion 

This study successfully developed and evaluated a web-based digital library 
management system integrated with biometric fingerprint authentication, addressing the 
limitations of traditional password-based access. The system demonstrated substantial 
improvements in key performance metrics, including authentication accuracy (from 89.5% to 
98.7%), login speed (from 7.8 to 2.9 seconds), user satisfaction (from 3.4 to 4.7), and 
administrative efficiency (an increase of 21.7%). 

The implementation results confirm that biometric fingerprint authentication 
significantly enhances security, usability, and operational efficiency in digital library systems. 
Unlike conventional password methods, fingerprint verification eliminates the risk of 
password theft, sharing, or loss, ensuring that access is granted only to legitimate users. 
Moreover, users found the system more intuitive and faster, leading to higher engagement 
and satisfaction levels. 

From a management perspective, the system reduces the workload of administrators 
by automating user verification processes and minimizing support requests related to 
forgotten passwords. This contributes to better resource allocation, reduced downtime, and 
improved system reliability. 

Overall, the findings affirm that the integration of biometric authentication 
technologies within web-based digital libraries represents a major advancement toward 
secure, efficient, and user-centric information management. This innovation can serve as a 
foundation for modernizing academic, institutional, and public library infrastructures in the 
era of digital transformation. 
Recommendations 

Based on the results and analysis, several recommendations are proposed for future 
work and practical implementation of the biometric-based digital library system. Future 
research could focus on expanding the system into a multi-modal biometric framework by 
integrating additional biometric modalities such as facial or iris recognition. This enhancement 
would increase system robustness and provide users with multiple secure authentication 
options. Furthermore, adopting a cloud-based and scalable architecture is recommended to 
improve accessibility and reliability for users across various geographic locations, enabling 
seamless operation within large-scale library networks and institutions. 

Given the sensitivity of biometric data, future implementations should also 
emphasize enhanced data privacy and encryption measures. Employing advanced encryption 
algorithms and ensuring compliance with international privacy regulations will be essential to 



International Journal of Humanities and Social Sciences Reviews 2025 (July), vol. 1, no. 2, Nugroho, et al. 38 of 39 

 

prevent data misuse and security breaches. Another potential improvement lies in integrating 
the biometric authentication system with library analytics tools. This integration would enable 
librarians to obtain valuable insights into user behavior, resource utilization, and system usage 
trends, supporting data-driven decision-making for library management and service 
improvement. 

To ensure effective adoption and ethical usage, user training and awareness programs 
should be implemented for both library staff and patrons. These initiatives would help users 
understand the security advantages and responsible handling of biometric information. Lastly, 
developing cross-system interoperability frameworks is crucial to allow the biometric 
authentication system to function seamlessly with other educational or governmental digital 
platforms. Such interoperability would enhance efficiency, promote system consistency, and 
support the broader goal of digital transformation in academic and institutional environments. 
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