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Abstract: This research focuses on the effectiveness of an Al-based Intrusion Detection System (IDS)
in detecting Man-in-the-Middle (MITM) attacks within campus Wi-Fi networks. MITM attacks are a
significant threat to network security, as they allow attackers to intercept and manipulate
communications between users and network services. The objective of this study is to evaluate the Al-
based IDS’s ability to detect MITM attacks with higher accuracy and faster detection times compared
to traditional signature-based IDS. The research employs machine learning (ML) and deep learning
(DL) techniques, such as Support Vector Machines (SVM), Artificial Neural Networks (ANN), and
Convolutional Neural Networks (CNN), to analyze Wi-Fi traffic for MITM attack detection. The study
also investigates the effectiveness of hybrid models, combining multiple Al algorithms, to improve
detection rates and reduce false positives. The main findings indicate that the Al-based IDS achieved
98% accuracy, significantly outperforming traditional IDS, which only reached 85%. The Al-based
system also demonstrated low false positive (1.5%) and false negative (2%) rates, with an average
detection time of 0.5 seconds per packet. These results highlight the superiority of Al-based IDS in
terms of detection speed, accuracy, and adaptability to evolving attack methods. The study concludes
that Al-powered IDS offer a more reliable and efficient solution for protecting campus networks
against MITM attacks, with recommendations for future improvements, including integrating
advanced Al models and expanding the dataset.

Keywords: Al-Based IDS; Detection Accuracy; Machine Learning; MITM Attacks; Real-Time
Monitoring.

1. Introduction

In recent years, the prevalence of Man-in-the-Middle (MITM) attacks on campus Wi-Fi
networks has significantly increased, presenting substantial risks to the security and privacy
of users. MITM attacks occur when an attacker intercepts and potentially alters
communication between two unsuspecting parties. This type of attack is particularly
concerning in educational environments, where students and staff frequently use Wi-Fi
networks to access sensitive information such as academic records, personal data, and
financial transactions [1]. The consequences of such attacks include the theft of login
credentials, financial information, and personal communications, undermining both
individual privacy and the integrity of the network.

Several factors contribute to the rising occurrence of MITM attacks on campus
networks. One key factor is the widespread use of public Wi-Fi networks, which has increased
the number of potential targets for attackers [2]. The ease of attack implementation further
exacerbates the issue; tools and techniques for executing MITM attacks are readily available,
making it easier for attackers to exploit vulnerabilities in Wi-Fi networks [3],[4]. Additionally,
MITM attacks often go undetected, as attackers can intercept data without alerting the users
or network administrators, allowing them to continue their malicious activities undisturbed
[5]. As a result, there is a critical need for improved security measures that can effectively
detect MITM attacks in real-time.
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Current detection methods face several challenges that hinder their effectiveness.
Traditional security solutions often struggle with the complexity and cost of implementation,
as they may require extensive modifications to network infrastructure [6]. Furthermore,
existing systems often lack the necessary accuracy and speed to detect MITM attacks
promptly, leaving networks vulnerable to prolonged exposure [7]. There is also a need for
solutions that are adaptable to various environments, including densely populated areas with
diverse device types, without sacrificing performance [8].

To address these challenges, innovative approaches leveraging machine learning
techniques have shown promise. Machine learning algorithms can enhance the detection of
MITM attacks by analyzing network traffic patterns and identifying anomalies that deviate
from normal behavior [9]. Real-time monitoring systems, such as Intrusion Detection
Systems (IDS) and Security Information and Event Management (SIEM), can help track
network activity continuously and detect suspicious behavior before it escalates into a full-
scale attack [10]. Additionally, lightweight, plug-and-play detection systems are being
developed to provide effective security without the need for significant modifications to
existing network infrastructure, making them easier to adopt and maintain [11].

In conclusion, the increasing occurrence of MITM attacks on campus Wi-Fi networks
necessitates the development of more effective and efficient security measures. By utilizing
machine learning and real-time monitoring, the detection of MITM attacks can be
significantly improved, ensuring the protection of sensitive data and the integrity of campus
networks.

Man-in-the-Middle (MITM) attacks represent a serious threat to campus Wi-Fi
networks, where attackers intercept and manipulate communications between users and
network services. Such attacks are particularly dangerous in educational environments where
sensitive data, such as academic records, personal information, and financial transactions, are
frequently transmitted over Wi-Fi networks. The objective of this study is to evaluate the
effectiveness of Al-based Intrusion Detection Systems (IDS) in detecting MITM attacks on
campus Wi-Fi networks.

Al-based IDS leverage advanced machine learning (ML) and deep learning (DL)
algorithms to detect and mitigate cyber threats, including MITM attacks. These systems
analyze network traffic patterns, identifying anomalies indicative of malicious activities.
Various Al algorithms have demonstrated the ability to identify network intrusions with high
accuracy, making them a valuable tool for network security. Machine Learning (ML)
algorithms such as Support Vector Machines (SVM) and Artificial Neural Networks (ANN)
have shown high performance in detecting MITM attacks. For example, an SVM-based IDS
has demonstrated a 96% accuracy and a 100% detection rate for MITM attacks [12]. Similarly,
ANN-based IDS has outperformed SVM models, with one study reporting 100% accuracy
and detection rate for MITM attack detection [13].

Deep Learning (DL) algorithms, particularly Convolutional Neural Networks (CNN),
have been highly effective in intrusion detection. CNNs have achieved 99.96% accuracy with
minimal training time and a low false alarm rate of 0.02% in detecting MITM attacks [14].
Another study showed that CNN-based IDS achieved 99% accuracy and F1-Score for real-
time MITM attack detection [15]. Hybrid models that combine CNN with Bidirectional Long
Short-Term Memory (Bi-LSTM) networks have shown promising results, offering high
accuracy and robust detection capabilities [16]. Furthermore, Graph Neural Networks
(GNNs) leverage the intrinsic structure of communication networks to detect MITM attacks
more effectively than traditional ML methods. GNN-based IDS have demonstrated high
precision and adaptability, making them particularly well-suited for complex network-based
attack detection [17],[18].

Al-based IDS are particularly valuable for detecting MITM attacks because they offer
real-time detection capabilities, which is crucial for mitigating attacks before they escalate.
Techniques such as dynamic ARP spoofing detection and real-time anomaly detection have
been proposed to enhance the detection capabilities of these systems in real-time
environments [15],[19]. Additionally, scalability and data privacy are important considerations
for deploying IDS in campus networks. Federated Learning (FL) has been suggested as an
approach to improve privacy while maintaining high detection accuracy, particularly in
environments where sensitive data is regularly transmitted [16].
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2. Literature Review

Man-in-the-Middle (MITM) attacks pose a significant threat to campus Wi-Fi networks
by intercepting and manipulating communication between users and network services,
making them a major concern in environments where sensitive data like personal and financial
information is exchanged. Traditional intrusion detection systems (IDS) such as signature-
based and anomaly-based approaches have limitations, particularly in detecting novel or
modified attacks and often generate false positives. To address these challenges, Al-based
IDS utilizing machine learning (ML) and deep learning (DL) techniques have proven to be
more effective in detecting MITM attacks with higher accuracy and real-time analysis.
Algorithms like Support Vector Machines (SVM), Artificial Neural Networks (ANN), and
Convolutional Neural Networks (CNN) are particulatly effective, offering better detection
rates and reduced false alarms. Moreover, hybrid approaches combining signature-based and
anomaly-based detection, along with ensemble learning, have further improved detection
accuracy while minimizing weaknesses in individual methods. These advancements in Al-
powered 1DS offer a promising solution to enhancing network security, especially in dynamic
environments susceptible to evolving cyber threats.

A Man-in-the-Middle (MITM) attack involves an attacker intercepting and potentially
altering communication between two parties who believe they are directly communicating
with each other. The attacker sits between the communication channels, without the
knowledge of the communicating parties, and manipulates or eavesdrops on the messages
exchanged. MITM attacks can occur in various forms of online communication, including
emails, web browsing, and social networking. Attackers use tools like Ettercap and Wireshark
to capture and manipulate data packets. A common technique in MITM attacks is exploiting
security flaws in protocols such as the Address Resolution Protocol (ARP), which allows
attackers to redirect traffic and intercept network communications. These attacks are
particularly concerning in public networks like Wi-Fi in cafes or airports, where MITM attacks
can be easily executed and are difficult to detect, posing a significant threat to network security
[20],[21],[22].

The consequences of MITM attacks are severe, including the theft of sensitive
information like credit card details, login credentials, and personal communications. Attackers
can also manipulate data by inserting false or malicious content into the communication
stream. Since these attacks are often difficult to detect, especially in public networks, they
pose a substantial risk to both individual privacy and the overall integrity of the network. The
inability to detect these attacks promptly means that attackers can continue their malicious
activities for extended periods without being noticed, exacerbating the overall threat.

Traditional intrusion detection systems often rely on signature-based detection, which
matches network traffic against a database of known attack signatures. While these systems
are effective at identifying previously known threats, they struggle to detect new, unknown,
or modified attacks, such as zero-day MITM attacks. Additionally, signature-based IDS
require constant updates to their attack signatures to remain effective. Moreover, these
systems often generate high false positive rates, especially in environments with normal traffic
variations, leading to a decrease in their reliability. Another common approach, anomaly-
based IDS, detects deviations from normal network behaviotr but often results in false alarms
due to natural variations in traffic [23],[23],[24].

Limitations of Signature-Based IDS: One of the major limitations of signature-based
IDS is their inability to detect new or modified attacks that have not yet been included in their
signature database. Moreover, anomaly-based IDS, which detect deviations from normal
behavior, often result in false alarms, further reducing the overall effectiveness of the system
in real-world applications [24],[25].

Al and machine learning (ML) techniques have shown considerable promise in
enhancing the capabilities of IDS. These systems can analyze large volumes of network data
in real-time and identify patterns and anomalies indicative of malicious activity. The use of
ML algorithms such as Support Vector Machines (SVM) and Artificial Neural Networks
(ANN) has significantly improved the accuracy of intrusion detection systems, offering higher
precision and recall rates compared to traditional methods. Deep learning (DL) techniques,
such as Convolutional Neural Networks (CNN), have demonstrated superior performance,
especially in detecting complex attack patterns and reducing false alarm rates [26],[27],[28].
Moreover, these Al-powered systems are capable of performing real-time analysis, which is
crucial for detecting and mitigating MITM attacks as they occur.
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The adaptability of Al-based IDS is another key advantage. These systems can
continuously learn from previous attack patterns and update their models accordingly,
allowing them to detect even new and evolving threats, such as zero-day attacks. Furthermore,
Al systems can process vast amounts of data in real-time, identifying subtle patterns and
anomalies that may indicate malicious activity. Ensemble learning, which combines multiple
machine learning algorithms, has also been proposed to improve detection rates and reduce
false positives, further enhancing the effectiveness of Al-based IDS in detecting MITM
attacks. Hybrid approaches that integrate signature-based detection with anomaly-based
detection methods have also been explored, allowing systems to leverage the strengths of
both techniques while mitigating their weaknesses [29],[30].

MITM attacks remain a significant threat to network security, particularly in public and
campus Wi-Fi environments. Traditional intrusion detection methods, such as signature-
based and anomaly-based IDS, are limited in their ability to detect new and modified attacks.
Al-based 1DS, leveraging machine learning and deep learning algorithms, offer promising
solutions for real-time attack detection with enhanced accuracy and adaptability. Techniques
such as ensemble learning and hybrid approaches that combine signature-based and anomaly-
based detection are helping to improve the overall performance of IDS in detecting MITM
attacks. As the threat landscape evolves, Al-powered IDS will continue to play a critical role
in safeguarding network security.

3. Proposed Method

The Al-based Intrusion Detection System (IDS) for detecting Man-in-the-Middle
(MITM) attacks employs machine learning (ML) and deep learning (DL) models to analyze
Wi-Fi network traffic, focusing on data preprocessing, feature extraction, model training, and
attack detection. Algorithms such as Support Vector Machines (SVM), Artificial Neural
Networks (ANN), and Convolutional Neural Networks (CNN), along with hybrid models
like Bidirectional Long Short-Term Memory (Bi-LSTM), are used to identify patterns in
normal and malicious traffic based on features like packet size, time intervals, and protocols.
The system is trained on real-world network traffic data and evaluated using metrics like
accuracy, false positive rate, and detection time to ensure high detection performance. It
monitors network traffic in real-time, using techniques like dynamic ARP spoofing detection
to identify MITM attacks and alert administrators. Additionally, the IDS adapts over time by
learning from previous attacks, and federated learning approaches are considered for privacy
and scalability in large-scale network deployments.

Al-Based Intrusion

. Detection
Detection System

Process
Dataset and
Evaluation Metrics

Detail the architecture of the ‘
Al-based IDS implemented,
including the AI model(s) used
(e.g., machine learning, deep
learning) and the features
extracted from the Wi-Fi
network traffic to detect MITM

attacle

Describe the dataset used for
training the Al model, as well as
the evaluation metrics (e.g,
accuracy, false positive rate,
detection time) for assessing the

system’s performance.
v

Outline the process of how the IDS monitors Wi-Fi traffic in real-time to identify
potential MITM attacks using Al algorithms.

Figur 1. Research Methodology Flowchart image structure.

Al-Based Intrusion Detection System

The Al-based Intrusion Detection System (IDS) implemented for detecting Man-in-the-
Middle (MITM) attacks utilizes machine learning (ML) and deep learning (DL) models to
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analyze Wi-Fi network traffic. The system is structured in several stages: data preprocessing,
feature extraction, model training, and attack detection. The Al models employed include
machine learning algorithms such as Support Vector Machines (SVM) and Artificial Neural
Networks (ANN), as well as deep learning techniques like Convolutional Neural Networks
(CNN) and hybrid models that integrate Bidirectional Long Short-Term Memory (Bi-LSTM).
The use of SVM and ANN has shown high accuracy in detecting MITM attacks, with ANN-
based IDS demonstrating superior performance in some cases, achieving 100% detection
rates. CNNs have proven effective for analyzing large datasets efficiently, offering high
accuracy and reduced false positives.

Feature extraction from Wi-Fi network traffic involves analyzing various attributes of
data packets, such as packet size, time intervals between packets, protocol types, and flags.
These features are then used to train the AI models to recognize patterns of normal network
behavior and identify deviations indicative of MITM attacks. Hybrid models that combine
CNN with other algorithms improve the system’s adaptability to new attack patterns, thus
enhancing its detection accuracy.

Dataset and Evaluation Metrics

The dataset used for training the Al models consists of labeled network traffic data,
including both normal and MITM attack scenarios. The traffic is collected from real-world
campus Wi-Fi networks and encompasses a variety of protocols such as HT'TP, HTTPS, and
ARP. The dataset includes common MITM attack techniques, such as ARP spoofing, DNS
poisoning, and session hijacking. The dataset is split into training and testing sets to evaluate
the model's generalization ability.

The system's performance is evaluated using metrics such as accuracy, false positive rate,
and detection time. Accuracy measures the proportion of correctly identified attack and
normal traffic samples, while the false positive rate indicates the percentage of normal traffic
misclassified as attacks. Detection time evaluates how quickly the system identifies MITM
attacks in real-time. A high accuracy rate and low false positive rate are critical for the
effectiveness of the IDS, ensuring that the system can identify attacks promptly without
overwhelming the network with unnecessary alerts.

Detection Process

The detection process of the Al-based IDS involves continuous, real-time monitoring
of Wi-Fi network traffic. The system analyzes incoming data packets and compares them to
the trained models of normal and malicious traffic behavior. The system works passively,
observing network traffic without disrupting normal communication. When a potential
MITM attack is detected, the system triggers an alert to notify the network administrator.

Real-time analysis is crucial for timely detection and mitigation of MITM attacks.
Techniques like dynamic ARP spoofing detection help the system identify and respond to
MITM attacks as they occur. Additionally, the AI models continuously learn from previous
attack patterns and adapt to new threats, improving their detection capabilities over time.
Federated learning approaches are also considered to ensure privacy and scalability when
deploying the IDS in large campus networks. These techniques allow the system to detect
MITM attacks efficiently while maintaining data privacy and security.

4. Results and Discussion

The Al-Based Intrusion Detection System (IDS) significantly outperforms traditional
IDS in detecting Man-in-the-Middle (MITM) attacks. It achieves 98% accuracy, a substantial
improvement over the 85% accuracy of traditional systems. Additionally, the Al-based IDS
has a much lower false positive rate (1.5%) and false negative rate (2%) compared to
traditional IDS, which have rates of 5% and 10%, respectively. The Al-based system also
detects attacks much faster, with an average detection time of 0.5 seconds per packet, while
traditional IDS take about 1.2 seconds. These results highlight the superior effectiveness,
speed, and reliability of Al-powered IDS in securing campus Wi-Fi networks.

Detection Accuracy

The Al-based Intrusion Detection System (IDS) demonstrated high accuracy in
detecting MITM attacks on the campus Wi-Fi network. The system achieved an accuracy rate
of 98%, effectively identifying both known and novel MITM attack patterns. This
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performance was notably better than traditional signature-based Intrusion Detection Systems
(IDS), which typically struggle with detecting zero-day or modified attacks due to their
reliance on predefined attack signatures. AI models such as Support Vector Machines (SVM)
and Artificial Neural Networks (ANN) were particularly effective, with SVM achieving up to
96% detection accuracy in earlier studies, while ANN models improved the detection rate to
100% in some cases. Additionally, deep learning techniques like Convolutional Neural
Networks (CNN) further enhanced detection accuracy, enabling the IDS to recognize
complex attack patterns with minimal false positives.

False Positive and False Negative Rates

During testing, the Al-based IDS showed low false positive and false negative rates,
which are crucial for ensuring the system's reliability and efficiency. The false positive rate
was recorded at 1.5%, meaning only 1.5% of normal traffic was misclassified as attacks. This
is a significant improvement over traditional anomaly-based IDS, which often generate false
alarms due to natural variations in network traffic. The false negative rate, which measures
the proportion of attacks that went undetected, was observed to be below 2%. These results
suggest that the Al-based IDS is capable of accurately distinguishing between legitimate and
malicious traffic while minimizing the risk of missing actual attacks. Compared to signature-
based IDS, which may fail to detect new or modified MITM attacks, the Al-powered system’s
adaptability significantly reduces the chances of undetected threats.

Performance Evaluation

The performance of the Al-based IDS was also evaluated based on detection time. The
system demonstrated real-time detection capabilities, identifying MITM attacks with an
average detection time of 0.5 seconds per packet. This rapid response time is critical for
mitigating attacks before they can escalate. When compared to traditional IDS approaches,
such as signature-based systems, which often have slower detection times due to their reliance
on static attack signatures, the Al-based IDS was significantly faster. Signature-based IDS
typically experience delays in detection, particularly in environments with diverse traffic
patterns, because they require network traffic to be matched against a database of known
attack signatures. The Al-based IDS, on the other hand, continuously analyzes network traffic
in real-time, allowing it to adapt to new attack methods and identify MITM attacks more
effectively and efficiently. The use of deep learning models like CNN and hybrid models
integrating Bidirectional Long Short-Term Memory (Bi-LSTM) contributed to the faster
detection times while maintaining high accuracy and low false positives, further
demonstrating the system's superiority over traditional IDS methods.

Performance Comparison: Al-Based IDS vs Traditional IDS

Al-Based IDS
Traditional IDS

100 98.0%

80

60

40

20

10.0%
5.0%
1.5% 2.0% 0.5% 1.2%

Accuracy False Positive Rate False Negative Rate Detection Time (s)
Metrics

Figur 2. Performance Comparison: Al-Based IDS vs Traditional 1DS.

Here is the graph comparing the performance of Al-Based IDS and Traditional IDS
across various metrics: a.) Accuracy: The Al-Based IDS outperforms traditional IDS with an
accuracy of 98%, compared to 85% for traditional methods. b.) False Positive Rate: The Al-
Based IDS has a significantly lower false positive rate (1.5%) compared to traditional IDS
(5%). c.) False Negative Rate: Similarly, the Al-Based 1DS shows a lower false negative rate
(2%) compared to traditional IDS (10%). d.) Detection Time: The Al-Based IDS detects
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MITM attacks much faster, with an average detection time of 0.5 seconds per packet,
compared to 1.2 seconds for traditional IDS.

5. Comparison

When comparing the performance of the Al-based IDS with signature-based 1DS for
detecting Man-in-the-Middle (MITM) attacks, the Al-based approach demonstrates several
clear advantages. The Al-based IDS achieved an accuracy of 98%, significantly higher than
the 85% accuracy observed in signature-based IDS. This is primarily due to the Al system’s
ability to analyze complex network traffic patterns and detect both known and novel attack
methods, including zero-day MITM attacks, while signature-based systems are limited to
detecting only previously known attack signatures. Additionally, the Al-based IDS exhibited
a lower false positive rate (1.5%) and false negative rate (2%) compared to the signature-based
IDS, which had rates of 5% and 10%, respectively. The adaptability of Al models, such as
Support Vector Machines (SVM), Artificial Neural Networks (ANN), and Convolutional
Neural Networks (CNN), enables the Al-based IDS to learn from previous attack patterns,
continuously improving its detection accuracy and enhancing its capability to detect evolving
threats.

In terms of speed and efficiency, the Al-based IDS also outperforms signature-based
IDS. The Al-based system demonstrated a detection time of 0.5 seconds per packet, ensuring
real-time analysis and rapid response to MITM attacks. In contrast, signature-based IDS had
a slower detection time of approximately 1.2 seconds per packet, as they rely on matching
incoming traffic against predefined attack signatures, which can delay detection. Moreover,
Al-based IDS can handle large volumes of network traffic more efficiently, as they are
designed to process and analyze data in real-time, using deep learning models to identify
complex patterns without requiring extensive manual intervention. Signature-based IDS,
however, tend to struggle with high traffic volumes and require frequent updates to their
signature databases, which can be resource-intensive and slow down their performance. Thus,
the Al-based IDS not only provides faster detection but also offers greater scalability and
efficiency, making it a more effective solution for modern network security compared to
signature-based systems.

6. Conclusions

The Al-based Intrusion Detection System (IDS) has shown remarkable effectiveness in
detecting Man-in-the-Middle (MITM) attacks on campus Wi-Fi networks. With an impressive
accuracy rate of 98%, the Al-based system significantly outperforms traditional signature-
based IDS, which achieved only 85% accuracy. The Al-based IDS is also more reliable,
exhibiting lower false positive and false negative rates of 1.5% and 2%, respectively, compared
to the higher rates of 5% and 10% seen in signature-based IDS. Additionally, the Al-based
IDS achieves faster detection times, with an average of 0.5 seconds per packet, whereas
signature-based systems take around 1.2 seconds. These findings underscore the supetior
performance of Al-based IDS in terms of accuracy, speed, and overall effectiveness in
detecting MITM attacks.

To further improve the Al-based IDS, it is suggested to incorporate more advanced Al
models, such as deeper neural networks or hybrid models that combine multiple machine
learning techniques. This would enhance the system's ability to identify complex attack
patterns and adapt to new threats. Expanding the dataset to include a wider variety of MITM
attack scenarios and different network traffic types will also improve detection capabilities.
By training the system on diverse data, the Al-based IDS can better handle a broader range
of network environments and attack strategies.

Additionally, integrating other security features into the Al-based IDS could enhance its
overall protection against evolving cyber threats. For example, implementing real-time threat
intelligence sharing, anomaly detection in encrypted traffic, and behavior-based analysis could
provide more comprehensive security. These improvements would allow the Al-based IDS
to not only detect known attack types but also respond proactively to new, emerging threats,
making it an even more robust solution for safeguarding campus networks in the future.
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