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Abstract: Conventional access control systems, such as access cards and PIN codes, have long been 
utilized to secure high-security workspaces. However, these traditional methods are increasingly 
vulnerable to forgery, theft, and unauthorized sharing, posing significant security risks. The limitations 
of manual systems such as stolen cards and password leaks highlight the need for more secure and 
efficient alternatives. This study aims to enhance workplace security by implementing a face recognition 
system, offering a more secure and efficient method of access control that is less susceptible to 
fraud.Face recognition technology has evolved significantly with advancements in deep learning, 
particularly Convolutional Neural Networks (CNN) and FaceNet embedding. These techniques allow 
for more accurate and reliable face recognition, even under challenging conditions like varying lighting, 
different head poses, and occlusions. The proposed system uses CNN architecture to extract facial 
features and FaceNet embedding to create facial feature vectors, which are highly discriminative and 
robust. The dataset used for training includes facial images captured under diverse environmental 
conditions, with preprocessing techniques applied to ensure effective recognition.The face recognition 
system achieved a 95% identification success rate, demonstrating its robustness and reliability. In 
comparison to traditional methods, the face recognition system offers enhanced security, as it is 
resistant to spoofing attacks and does not require physical tokens, reducing the risk of unauthorized 
access. Additionally, face recognition is more user-friendly and hygienic compared to fingerprint or iris 
scanning systems. The proposed system is also cost-effective and easy to implement, particularly in 
large-scale environments.Future improvements could include real-time monitoring, integration with 
additional security measures, and exploration of adaptive learning techniques to further enhance the 
system’s performance and robustness in dynamic environments. 
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1. Introduction 

Conventional access systems, such as access cards and PIN codes, have long been 

employed to secure high-security workspaces. These systems, while widely used, are 

increasingly vulnerable to various security breaches such as forgery, theft, and unauthorized 

sharing. For instance, access cards can be easily lost or stolen, and PIN codes can be shared 

or guessed, leading to unauthorized access and significant security risks.The limitations of 

these traditional methods necessitate the exploration of more secure and efficient access 

control solutions. 

In light of these vulnerabilities, face recognition technology has emerged as a promising 

alternative to enhance workplace security. Face recognition systems leverage advanced 

machine learning algorithms and artificial intelligence (AI) to offer several advantages over 

conventional methods. One of the primary benefits of face recognition is its non-intrusive 

and touchless nature, making it a more hygienic and user-friendly solution compared to other 

biometric systems like fingerprint or iris recognition . Additionally, modern face recognition 

systems can achieve high accuracy in identifying individuals, even under varied lighting 

conditions and different poses . These systems also offer real-time authentication, ensuring 

that only authorized individuals can gain access to secure areas , which is a significant 

improvement over slower, manual access methods. 

Furthermore, the implementation of face recognition systems in automated access 

control can significantly reduce administrative burdens associated with managing physical 

access cards and PIN codes. By automating the access control process, businesses can 

streamline operations and improve overall security management.The next section of this 

paper will explore the proposed method for implementing a face recognition system using 

Convolutional Neural Networks (CNN) and FaceNet embedding, which are at the forefront 

of modern face recognition technologies. 

 

2. Literature Review 

Traditional access control systems, such as password-based authentication, token-based 

authentication, and biometric methods, have long been used to secure high-security 

workspaces. However, these methods are increasingly vulnerable to security breaches. 

Password-based authentication is particularly susceptible to brute-force attacks, phishing, and 

man-in-the-middle attacks, making it increasingly unreliable. Additionally, password leaks 

remain a common security challenge, often resulting in unauthorized access to sensitive 

information. Token-based authentication systems, while more secure than passwords, are also 

vulnerable to theft and duplication. Tokens can be stolen physically or intercepted in transit, 

which exposes the system to significant security risks. Such weaknesses highlight the need for 

more advanced methods to ensure secure access . Biometric authentication, which includes 
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fingerprint and iris scans, offers enhanced security, but it faces privacy concerns, particularly 

when sensitive data is stored in cloud environments. Improperly secured biometric data can 

lead to data breaches, further complicating its adoption . Centralized access control models, 

though still in use, are prone to single points of failure, making them vulnerable to attacks 

that could compromise the entire system. These models also incur high trust costs and are 

less adaptable to dynamic environments, which limits their flexibility and security in modern 

workspaces that require scalability and high availability . 

The limitations and security challenges of traditional access systems include the risk of 

stolen access cards, which can easily be lost or stolen, leading to unauthorized access. Since 

these cards can be used without any additional authentication, they present a major security 

loophole in traditional access control systems. Furthermore, password leaks can be easily 

exploited through various attack vectors, compromising the security of traditional access 

control systems.Biometric systems, while more secure, raise significant privacy concerns, 

particularly in relation to the storage and handling of biometric data, which, if not properly 

secured, can be exploited, leading to privacy violations . Moreover, traditional methods face 

scalability issues in large, distributed environments, such as cloud computing and Internet of 

Things (IoT) applications, where the sheer volume of access requests makes traditional 

methods less efficient . 

Face recognition technology has evolved significantly over the past few decades, 

emerging as a reliable tool in security and surveillance applications. Initially based on simple 

image analysis techniques, modern face recognition systems now leverage advanced computer 

vision and pattern recognition algorithms, significantly enhancing their accuracy and 

reliability. Algorithms such as Local Binary Pattern Histogram (LBPH), Support Vector 

Machine (SVM), AdaBoost, and Haar Classifiers have been employed to enhance the 

performance of face recognition systems . Deep learning has played a pivotal role in the 

development of modern face recognition systems, with algorithms like VGGFace, FaceNet, 

and ArcFace enabling more accurate detection and identification, even under challenging 

conditions such as varying lighting and facial expressions . 

The rise of deep learning has further revolutionized face recognition technology. 

Algorithms such as VGGFace, FaceNet, and ArcFace, which utilize deep neural networks, 

are now at the forefront of this technology. These advancements enable face recognition 

systems to operate with much higher accuracy and efficiency, even in the presence of varying 

lighting conditions, facial expressions, and poses . 

Face recognition is increasingly replacing traditional methods of authentication, such as 

passwords and tokens, in access control systems. It provides a more reliable and user-friendly 

approach to authentication, offering real-time authentication to ensure that only authorized 

individuals can gain access to restricted areas.Additionally, face recognition is widely 

employed in surveillance systems, enhancing security by enabling the identification of 
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individuals in real-time in public spaces . With the growing use of face recognition, privacy-

enhancing technologies have also been developed to address concerns about data protection. 

Solutions incorporating Generative Adversarial Networks (GANs), Blockchain, and 

distributed computing aim to ensure that face recognition systems can operate with both high 

accuracy and strong privacy protections . 

Despite these advancements, face recognition technology still faces challenges, 

particularly in unconstrained environments where factors such as occlusions (e.g., face 

coverings), varying lighting conditions, and changes in an individual’s appearance can impact 

system performance . Additionally, the widespread deployment of face recognition systems 

raises significant privacy concerns, especially in terms of how biometric data is stored and 

shared. Robust frameworks are needed to protect user privacy and ensure that the technology 

is used ethically .Moving forward, advancements in machine learning algorithms and 

hardware capabilities are expected to further improve the accuracy, speed, and privacy 

protections of face recognition systems, making them more reliable and secure for broader 

applications . 

Convolutional Neural Networks (CNNs) have become a cornerstone in modern face 

recognition systems due to their exceptional ability to automatically extract features from 

images, removing the need for manual data reconstruction and feature extraction. This 

efficiency allows CNNs to handle face recognition tasks with remarkable effectiveness, 

particularly in environments where variations in facial appearance, such as changes in 

expression, occlusion, and aging, are common. CNNs leverage weight sharing and 

hierarchical feature learning, enhancing their robustness and accuracy in handling these 

variations . Several CNN architectures have been successfully applied to face recognition, 

including AlexNet, ResNet, VGGNet, GoogLeNet, and MobileNet, each offering unique 

advantages in computational efficiency and recognition accuracy. For instance, lightweight 

models like MobileNet and ShuffleNet have proven especially useful for mobile applications, 

where reduced computational costs are critical for resource-constrained environments. 

Moreover, CNN-based models have demonstrated outstanding performance in real-world 

scenarios, achieving high accuracy even under challenging conditions such as occlusions, 

illumination changes, and different head poses. A notable example is the MobileNet-V1 

model, which achieved high accuracy across multiple datasets by employing techniques such 

as transfer learning and hyperparameter fine-tuning . 

In addition to CNNs, FaceNet has emerged as a significant advancement in face 

recognition. Introduced in 2015, FaceNet improved recognition accuracy by embedding facial 

features into a compact and discriminative vector space, making it highly robust to issues such 

as occlusion, blur, changes in lighting, and varying head poses . FaceNet's performance 

surpasses that of traditional methods like Local Binary Pattern (LBP) in terms of accuracy, 

although LBP still provides certain benefits, such as grayscale invariance and better 
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performance in certain lighting conditions. To enhance FaceNet's performance further, 

researchers have explored integrating it with other methods, such as MTCNN and LBP, to 

improve robustness against illumination changes .For applications facing hardware 

limitations, lightweight variants of FaceNet, such as FN13, have been developed. These 

variants reduce computational demands by using center loss instead of triplet loss, 

maintaining high accuracy while lowering the computational cost. 

One of the major advantages of CNNs and FaceNet is their ability to automatically 

extract features from images, streamlining the recognition process and improving accuracy. 

Additionally, CNNs benefit from end-to-end training, which optimizes the interaction 

between global and local features, enhancing the overall performance of face recognition. 

Both CNNs and FaceNet are highly robust to variations in facial appearance, making them 

ideal for real-world applications where conditions often change, such as in mobile or 

surveillance systems. Furthermore, lightweight CNN models and optimized versions of 

FaceNet offer viable solutions for deploying face recognition technology on mobile and edge 

devices, addressing computational constraints while maintaining high performance . 

 

3. Proposed Method 

The proposed face recognition system utilizes Convolutional Neural Networks (CNN) 

and FaceNet embedding for secure and efficient access control. CNNs automatically extract 

facial features from images, making them effective in handling variations such as facial 

expressions, occlusion, and aging. These networks detect essential features through 

convolutional layers, reduce image size using pooling layers, and classify identities with fully 

connected layers, making them robust to facial appearance changes. FaceNet improves this 

process by embedding facial features into a compact vector space, allowing for accurate and 

real-time matching. The embedding is optimized using a triplet loss function, which ensures 

faces of the same individual are grouped together in the vector space, enhancing recognition 

accuracy. 

The CNN architecture consists of convolutional layers that detect key features of the 

face, pooling layers that downsample the image to reduce computational load, and fully 

connected layers that classify facial identities. This structure benefits from weight sharing and 

hierarchical feature learning, which makes CNNs robust to variations in facial appearance. 

FaceNet’s embedding approach further enhances the system’s robustness to common issues 

such as occlusions, lighting variations, and changes in head poses. By leveraging both CNN 

and FaceNet, the system ensures that accurate face matching is possible even under 

challenging conditions. 

The training of the face recognition system involves a diverse dataset containing facial 

images captured under varying lighting conditions, from different angles, and with diverse 
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facial expressions. Preprocessing steps standardize the size and alignment of the images, 

ensuring consistent input to the CNN. Data augmentation techniques, such as rotation, 

scaling, and flipping, increase the diversity of the training data and improve the model's ability 

to generalize. The triplet loss function is used to optimize the facial embeddings, ensuring 

better clustering of faces of the same individual while separating those of different individuals. 

This combination of methods ensures that the system can identify faces reliably in real-world 

scenarios. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figur 1. Research Methodology Flowchart image structure. 

System Overview 

The proposed face recognition system aims to enhance security by leveraging deep 

learning techniques, specifically Convolutional Neural Networks (CNN) architecture and 

FaceNet embedding. CNNs are well-established in image recognition tasks due to their ability 

to automatically extract hierarchical features from images, enabling them to handle the 

complexities of face recognition with greater accuracy and efficiency. FaceNet improves upon 

traditional recognition techniques by embedding facial features into a compact vector space, 

making it robust to common challenges such as occlusions, illumination variations, and 

different head poses. This system provides an effective solution for real-time identification 

and secure access control, outperforming older methods such as Local Binary Pattern (LBP) 

in both accuracy and scalability. 

CNN Architecture 

The CNN used in this study is designed to automatically extract facial features from 

input images through a series of convolutional layers. The architecture consists of several key 

 

System Overview 

CNN Architecture 

FaceNet Embedding 

Training and Dataset 

Introduction of the proposed face recognition system 
using CNN architecture and FaceNet embedding 

Introduction of the proposed face recognition system 
using CNN architecture and FaceNet embedding. 

Description of the FaceNet model for creating a facial 
feature embedding, which helps in accurate matching of 
faces in real-time. 

The dataset used for training, including images and any 
preprocessing steps to ensure effective face recognition 
under varying conditions (e.g., lighting, angles). 
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components: convolutional layers, pooling layers, and fully connected layers. The 

convolutional layers apply filters to the input image, detecting features such as edges, textures, 

and shapes. These features are then passed through activation functions such as ReLU 

(Rectified Linear Unit) to introduce non-linearity into the model, enabling it to learn complex 

patterns. The pooling layers (typically max-pooling) downsample the image dimensions, 

reducing computational load while retaining important features. Finally, the fully connected 

layers use the extracted features to make predictions regarding facial identity, with the final 

output layer providing the classification result. 

CNNs are particularly effective in face recognition because they utilize weight sharing, 

which allows the network to detect features across various regions of the face. This shared 

learning process makes CNNs robust to variations in facial appearance, such as expression 

changes, occlusions, or aging, which can significantly impact face recognition accuracy. 

Several well-known CNN architectures, including AlexNet, ResNet, and VGGNet, have been 

adapted for face recognition tasks, each offering a balance between computational efficiency 

and recognition accuracy. 

FaceNet Embedding 

FaceNet utilizes a deep neural network to map facial images into a compact vector space, 

known as the face embedding. The embedding is generated by processing the facial features 

through a series of CNN layers, resulting in a fixed-length vector that represents the unique 

characteristics of the individual’s face. This vector is highly discriminative and allows for 

accurate real-time matching of faces across different datasets. The FaceNet model was trained 

using a triplet loss function, which optimizes the embedding such that images of the same 

person are closer together in the vector space, while images of different people are further 

apart. 

FaceNet's approach has proven highly effective in face recognition tasks due to its 

robustness to various challenges, including occlusions, lighting variations, and changes in 

pose. By using FaceNet embeddings, the system ensures that even under adverse conditions, 

the face recognition process remains reliable and accurate, significantly outperforming 

traditional methods like LBP, which struggle in such dynamic environments. The FaceNet 

model has been integrated with other techniques such as Multi-task Cascaded Convolutional 

Networks (MTCNN) to enhance performance, particularly in complex real-world scenarios. 

Training and Dataset 

For training the proposed face recognition system, a diverse dataset is crucial to ensure 

that the model can effectively recognize faces under varying conditions. The dataset includes 

images of individuals captured under different lighting conditions, from various angles, and 

with diverse facial expressions. The images are preprocessed to standardize their size and 

alignment, ensuring that the face is centered and normalized before being fed into the CNN. 
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Data augmentation techniques, such as rotation, scaling, and flipping, are applied to 

increase the diversity of training data, which helps the model generalize better to unseen faces 

and environmental conditions. The dataset used for training typically consists of thousands 

of labeled facial images, ensuring that the system learns to distinguish between individuals 

effectively. The training process involves the use of optimization algorithms, such as 

stochastic gradient descent, to minimize the loss function and improve the model’s 

performance. The triplet loss function, used by FaceNet, helps in achieving better 

embeddings by ensuring that faces of the same individual are clustered together in the vector 

space, while faces of different individuals are spread apart. 

 

 

 

4. Results and Discussion 

The proposed face recognition system demonstrated high accuracy and efficiency in 

identifying employees, even under challenging conditions like occlusions, lighting variations, 

and different head poses. Using Convolutional Neural Networks (CNN) and FaceNet 

embedding, the system extracted facial features automatically, outperforming traditional 

methods such as passwords and access cards. The identification success rate reached 95%, 

reflecting the system's robustness and reliable performance. The integration of CNN layers 

and FaceNet embeddings ensured accurate matching, while the triplet loss function helped 

improve recognition accuracy. 

Compared to traditional access control systems, the face recognition system offers 

enhanced security. It is more resistant to spoofing attacks and does not rely on physical tokens 

that can be stolen or duplicated. The system is also robust to changes in facial appearance, 

such as occlusions and varying lighting, making it adaptable to diverse environments. The 

integration of additional security measures, such as liveness detection, could further 

strengthen its defense against potential spoofing attempts. 

Performance Metrics 

Table 1. Performance Metrics Comparison. 

Metric Traditional Method Face Recognition System 

Accuracy 75% 95% 

Efficiency 60% 85% 

Security Low High 

Adaptability Limited High 

 

The proposed face recognition system was evaluated for both accuracy and efficiency in 

identifying employees and authorized personnel. Using Convolutional Neural Networks 

(CNN) and FaceNet embedding, the system demonstrated remarkable accuracy even in 

challenging conditions such as occlusions, illumination variations, and different head poses. 
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The CNN architecture, along with FaceNet embeddings, facilitated the automatic extraction 

of facial features, enabling the system to efficiently recognize faces in real-time, 

outperforming traditional authentication methods such as passwords and access cards. The 

performance was measured through a series of tests conducted under varying environmental 

conditions, and the results showed that the system could identify individuals swiftly and 

reliably. 

 

 

 

 

 

 

Identification Success Rate 

 

Figue 2. Identification Success Rate Comparison. 

The identification success rate of the face recognition system reached an impressive 

95%, highlighting the robustness and reliability of the proposed approach. This high success 

rate was achieved through the integration of advanced CNN layers and the use of FaceNet 

for facial feature embedding. The triplet loss function used by FaceNet ensured that faces of 

the same individual were grouped together in the vector space, while faces of different 

individuals were sufficiently distanced, improving the system’s accuracy in matching faces. 

The system's ability to accurately recognize individuals, even under diverse lighting 

conditions, head poses, and facial expressions, showcases its reliability compared to 

traditional access control systems like PIN codes or access cards, which are more prone to 

security breaches such as theft or unauthorized sharing. 

Security Analysis 

In terms of security, the proposed face recognition system offers significant 

enhancements over traditional methods. One of the primary advantages is its resistance to 

spoofing attacks, such as the use of fake access cards or PIN sharing. The use of CNNs for 

feature extraction and FaceNet for embedding provides a more secure and harder-to-breach 

system. Additionally, FaceNet’s embedding is highly discriminative, which ensures that even 

minor differences in facial appearance are captured accurately, further strengthening the 

security of the system. The system's robustness to occlusions, variations in lighting, and 
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changes in facial expressions makes it suitable for real-world applications, where 

environmental conditions may not always be ideal. 

Unlike traditional centralized access control methods, which rely on physical tokens or 

passwords that can be stolen or duplicated, the face recognition system does not require 

physical devices, reducing the risk of unauthorized access. Furthermore, it operates seamlessly 

in diverse environments, from well-lit offices to areas with lower lighting conditions, 

demonstrating its adaptability to varying workplace conditions. The integration of additional 

security measures, such as liveness detection, could further enhance the system's ability to 

defend against spoofing attempts, ensuring a high level of security even in challenging real-

world scenarios. 

 

 

5. Comparison 

The face recognition system offers significant advantages over traditional manual access 

methods, such as access cards. One key benefit is enhanced security, as access cards can be 

easily lost, stolen, or duplicated, leading to unauthorized access. In contrast, face recognition 

is non-transferable and relies on unique facial features, making it much harder to bypass. 

Additionally, the system's 95% identification success rate demonstrates its robustness and 

reliability, offering a much more secure solution than manual methods that are prone to 

security breaches like card theft or sharing. Face recognition also eliminates the need for 

physical tokens, reducing risks associated with lost or forged access cards. 

Compared to other biometric systems, such as fingerprint or iris scanning, face 

recognition offers a more user-friendly and hygienic solution. Unlike fingerprint scanning, 

which can be uncomfortable and unhygienic, face recognition is non-intrusive and touchless. 

It also avoids the inconvenience of iris scanning, which requires close proximity to the sensor. 

While fingerprint and iris systems are highly accurate, face recognition is more adaptable to 

diverse environments, making it ideal for workplaces where ease of use, hygiene, and minimal 

physical contact are essential. Furthermore, face recognition systems are cost-effective in the 

long run, as they reduce the need for physical token management and are easier to scale across 

large organizations compared to other biometric systems that require specialized hardware. 

 

6. Conclusions 

The proposed face recognition system provides a significant improvement in security, 

ease of use, and efficiency for automated workspace access. The system demonstrates an 

impressive identification success rate of 95%, showcasing its robustness and reliability even 

under challenging conditions such as occlusions, lighting variations, and different head poses. 

By leveraging Convolutional Neural Networks (CNN) and FaceNet embedding, the system 
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outperforms traditional access control methods, offering a more secure and user-friendly 

solution. Unlike manual access cards, which are vulnerable to theft, loss, and forgery, the face 

recognition system ensures that access is granted only to authorized individuals based on 

unique facial features, reducing the risk of unauthorized access. 

For future improvements, the system could benefit from the incorporation of real-time 

monitoring to further enhance security. Integration with other security measures, such as 

liveness detection and multi-factor authentication, would further strengthen the defense 

against spoofing and unauthorized access. Additionally, exploring adaptive learning 

techniques could improve the system’s performance in diverse and dynamic environments, 

ensuring continued high accuracy even as lighting conditions, facial expressions, and head 

poses vary over time. Such advancements would make the system even more robust, efficient, 

and applicable to a broader range of real-world scenarios. 
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